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1. AMAC /PURPOSE

Bu prosedurtin amaci; ISO/IEC 27006:2015/AMD 1 2020 standardi dogrultusunda hazirlanan BGYS dokiimantasyonunun
aciklanmasi, Denetgi yeterliliklerinin belirlenmesi, denetimlerin planlanmasi, gergeklestirilmesi ve belgelendirme kararinin
alinmasi igin yéntem ve sorumluluklari belirlemektir.

/ The purpose of this procedure is; To explain the ISMS documentation prepared in line with the ISO/IEC 27006:2015/AMD 1 2020 standard, to determine the
methods and responsibilities for determining auditor qualifications, planning and carrying out audits and taking certification decisions.

2. TANIMLAR / DEFINITIONS

BGYS: Bilgi Glvenligi Yonetim Sistemi

/ ISMS: Information Security Management System

Bilgi Glivenligi Yonetim Sistemi: Bilgi glivenligini kurmak, gerceklestirmek, isletmek, izlemek, gézden gecirmek, sirdiirmek ve
is riski yaklasimina dayali tlim yonetim sisteminin bir pargasi.

/ Information Security Management System: It is a part of the entire management system based on establishing, realizing, operating, monitoring, reviewing,
maintaining information security and business risk approach.

Uygulanabilirlik Beyani (SOA): Kurulusun BGYS'si ile ilgili ve uygulanabilir kontrol amaglarini ve kontrolleri agiklayan
dokiimante edilmis beyan.

/ Statement of Applicability (SOA): Documented statement describing the control objectives and controls relevant to the organization's ISMS and applicable.

3. PRENSIPLER / PRINCIPLES
ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 4’teki hiikkimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and article 4 of the ISO/IEC 17021-1 System Certification Handbook apply.

4, GENEL SARTLAR / GENERAL CONDITIONS

4.1. Yasal ve Sozlesmeyle ilgili Hususlar / Legal and Contractual Considerations

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Guivenligi El Kitabi madde 5.1’deki
hiakimler gecerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 5.1 are
valid.

4.2. Tarafsizligin Yénetilmesi / Managing Impartiality
ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 5.2’deki
hiakimler gecerlidir. Ayrica asagidaki BGYS’ye 6zel sartlar ve kilavuz uygulanmaktadir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 5.2 are
valid. In addition, the following ISMS-specific conditions and guidance apply.

4.2.1. BG 5.2 Cikar Catismalari /s 5.2 Conflicts of Interest

AVACERT, danismanlik olarak nitelendiriimeyecek sekilde veya bir potansiyel ¢ikar ¢atismasina neden olmadan asagidaki
gorevleri yerine getirebilir:

/ AVACERT may perform the following tasks without being considered consultancy or creating a potential conflict of interest:
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a) Egitimlerin; bilgi glivenligi yonetimi, ilgili ydnetim sistemleri veya denetimle ilgili oldugu durumlarda, genel katima
acik, genel bilgilerin verilmesi ile sinirl kalmak kaydiyla, egitimlerin diizenlemesi veya egitmen olarak katilim
saglanmasi (6rnegin, asagidaki b) bendinin sartlari ile gelisen kurulusa 6zel tavsiyeler vermemek sartiyla),

/ a) Trainings; Organizing training or participating as a trainer, provided that it is open to general participation and limited to the provision of general
information, where it is related to information security management, relevant management systems or auditing (for example, provided that it does not
provide specific recommendations to the organization that conflict with the requirements of paragraph b) below),

b) Belgelendirme denetim standartlarinin sartlarinin, AVACERT’in yorumunu agiklayan bilgilerin, talep tzerine erisime
aclimasi veya yayinlanmasi,

/ b) Making the information explaining AVACERT's interpretation of the terms of the certification audit standards accessible or published upon request,

c) Belgelendirme denetimi i¢in hazir olunup olunmadigini belirlemek igin denetimden 6nce yapilan faaliyetler (bu tur
faaliyetler, bu maddeyle celisen tavsiyelerin saglanmasiyla sonuglanamaz ve AVACERT, bu tur faaliyetlerin, bu
gereklerle ¢elismedigini ve bunlarin belgelendirme denetim siiresinde bir azalmaya neden olacak sekilde
kullanilmadigini garanti eder),

/ ¢) Activities carried out before the audit to determine readiness for the certification audit (such activities may not result in the provision of
recommendations that conflict with this clause and AVACERT guarantees that such activities do not conflict with these requirements and are not used in
a way that would result in a reduction in the certification audit time);

d) Akreditasyon kapsaminda bulunanlarin haricindeki standartlara veya dizenlemelere goére ikinci ve tglincl taraf
denetimlerin yapilmasi,

/ d) Conducting second and third party audits according to standards or regulations other than those within the scope of accreditation,

e) Belgelendirme denetimleri ve gbzetimler esnasinda katma deger saglanmasi (6rnegin, 6zel ¢oziimler 6nerilmeden
denetim esnasinda agiga ¢ikan iyilestirme igin firsatlar tespit edilmesi).

/ e) Providing added value during certification audits and audits (for example, identifying opportunities for improvement revealed during the audit
without recommending special solutions).

AVACERT, belgelendirmeye tabi kurulusun BGYS’nin BGYS i¢ denetimini gerceklestiren kurulus veya kuruluslardan (herhangi
bir birey de dahil olmak lizere) bagimsizdir ve bu hizmetleri kendisi sunmamaktadir.

/ AVACERT is independent from the organization or organizations (including any individual) that perform the ISMS internal audit of the ISMS of the
organization subject to certification and does not provide these services itself.

4.3. Yiikiimliilik ve Finansman / Liability and Financing

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Guivenligi El Kitabi madde 5.3’deki
hiakimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 5.3 are
valid.

5. YAPISAL SARTLAR / STRUCTURAL CONDITIONS
5.1. Organizasyon Yapisi ve Ust Yonetim / Organizational Structure and Senior Management

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 6.1’deki hiikimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and article 6.1 of the ISO/IEC 17021-1 System Certification Manual apply.
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5.2. Operasyonel Kontrol / Operational Control

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 6.2’deki hiikiimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and article 6.2 of the ISO/IEC 17021-1 System Certification Manual apply.

6. KAYNAK SARTLARI / WELDING CONDITIONS
6.1. Personelin Yeterliligi / Competence of Personnel

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Guivenligi El Kitabi madde 7.1 ile
PR-11 Personel Atama ve Performans Degerlendirme Prosediirlindeki hikiimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and article 7.1 of the ISO/IEC 17021-1 System Certification Handbook and Information Security
Handbook and the PR-11 Personnel Appointment and Performance Evaluation Procedure are valid.

AVACERT, BGYS belgelendirmesinin yapilabilmesi i¢in gereken temel yetkinlikleri, denetlenecek faaliyetlere ve ilgili bilgi
guvenligi konularina uygun olan yeterlilige sahip personeli segmek ve yénetmek igin kriterleri, PR-11 Personel Atama ve
Performans Degerlendirme Prosediirii dogrultusunda belirlemis ve dokiimante etmistir.

/ AVACERT has determined and documented the basic competencies required for ISMS certification and the criteria for selecting and managing competent

personnel suitable for the activities to be audited and relevant information security issues, in line with the PR-11 Personnel Assignment and Performance
Evaluation Procedure.

6.1.1. BG 7.1.1 Genel Degerlendirmeler /IS 7.1.1 General Evaluations
6.1.1.1. Genel Yeterlilik Sartlari / General Qualification Requirements

AVACERT, denetleyecegi miisteri kurulusun BGYS'si ile ilgili teknolojik ve yasal gelismelere dair bilgi birikimine sahip personel
bulundurmaktadir veya ihtiyag olunca ulasabilmektedir.

/ AVACERT employs personnel with knowledge of technological and legal developments regarding the ISMS of the customer organization it audits, or can be
reached when needed.

AVACERT, BGYS belgelendirmesinin yapilabilmesi i¢in gereken temel yetkinlikleri, denetlenecek faaliyetlere ve ilgili bilgi
giivenligi konularina uygun olan kabiliyet ve yetkinlige sahip bireyleri segmek, temin etmek ve yonetmek igin kriterleri, PR-11
Personel Atama ve Performans Degerlendirme Prosediirii dogrultusunda belirlemis ve dokiimante etmis olup buna uygun
personeli segmektedir.

/ AVACERT has determined and documented the basic competencies required for ISMS certification, the criteria to select, provide and manage individuals

with the ability and competence suitable for the activities to be audited and relevant information security issues, in line with the PR-11 Personnel
Appointment and Performance Evaluation Procedure, and selects personnel.

ISO/IEC 27001 belgelendirme faaliyetleri icin AVACERT tarafindan belirlenmis olan teknik alanlar ve alt teknik alanlar, asagida
yer alan tabloda verilmistir:

/ The technical areas and sub-technical areas determined by AVACERT for ISO/IEC 27001 certification activities are given in the table below:
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technical area

technical area code

lower technical area
code

lower technical area

Uretim A 01 Tarim, Ormancihk /01 Agriculture, Forestry
Sektori A.01 03 Gida Uriinleri imalati /03 Food Products Manufacturing
/ Production Sector 30 Otel isletmeleri ve Restoran /30 Hotels and Restaurants
02 Madencilik /02 Mining
A.02 15 Metalik olmayan Urinler /15 Non-metallic products
16-Beton, cimento, kireg, algl, siva vb /16-Concrete, cement, lime,
plaster, plaster etc.
04 Tekstil Urlinleri /04 Textile Products
05 Deri Urlinleri /05 Leather Products
A.03 06 Agac Uriinleri /06 l/l/ood Products
14 Plastik ve Kauguk Uriinleri /14 Plastic and Rubber Products
23 Siniflandiramamis diger Griinlerin Gretimi /23 Production of
other unclassified products
07 Kagrt ve Kagit Uriinleri /07 Paper and Paper Products
A.04 08 Yayincilik /08 Publishing
09 Matbaacitik ve Basim /09 Printing and Printing
10 Petrol Uriinleri /10 Petroleum Products
A.05 12 Kimyasallarin imalati /22 Manufacturing of Chemicals
13 ilag /13 Medicine
17 Metal Uriinleri imalati /17 Manufacturing of metal products
18 Makine ve Teghizat /18 Machinery and Equipment
A.06 19 Elektrik ve Optik Griinler /19 Electrical and Optical products
20 Gemi /20 Ships
22 Ulasim Araglari imalati /22 Transportation Vehicles
Manufacturing
25 Elektrik Temini /25 Electricity Supply
A.07 26 Gaz Temini /26 Gas Supply
27 Su Temini /27 Water Supply
A.08 24 Geri DOnlislim /24 Recycling
A.09 28 insaat /28 Construction
Hizmet B B.01 29 Toptan ve Perakende Ticaret /29 Wholesale and Retail Trade
Sekti?ru B.02 31 Ulasim, Depolama, iletisim /31 Transportation, Storage,
/ Service Sector . Communication
B.03 34 Mihendislik Hizmetleri /34 Engineering Services
B.04 35 Diger Hizmetler /35 Other Services
39 Diger Sosyal Hizmetleri /39 Other Social Services
Ozel C c.o1 33 Bilgi Teknolojileri /33 information Technologies
Sektt'?rler C.02 36 Kamu YOnetimi /36 Public Administration
/ Special Sectors
c.o3 37 Egitim /37 Education
C.04 32 Finansal Hizmetler /32 Financial Services
C.05 38 Saglik /38 Health
C.06 21 Havacilik ve Uzay /21 Aerospace
c.07 31 Telekomiinikasyon /31 Telecommunications
C.08 39 Yardim Dernekleri /39 Charities
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6.1.2. BG 7.1.2 Yeterlilik Kriterlerinin Belirlenmesi / IS 7.1.2 Determination of Qualification Criteria
6.1.2.1. BGYS Denetimi igin Yeterlilik Sartlari / Qualification Requirements for ISMS Audit
6.1.2.1.1. Genel Sartlar / General conditions

AVACERT, asagidakileri saglamak icin yetkin personel bulundurmaktadir veya ihtiyag¢ olunca ulasabilmektedir:

/ AVACERT employs competent personnel or is available when needed to ensure the following:
a) Bilgi glivenligi bilgisi;

/ a) Information security information;

b) Denetlenecek faaliyetin teknik bilgisi;

/ b) Technical knowledge of the activity to be audited;

c) Yonetim sistemleri bilgisi

/ ¢) Knowledge of management systems

d) Denetim ilkeleri hakkinda bilgi;

/ d) Information about auditing principles;

e) izleme, 6lgme, analiz etme ve degerlendirme bilgisi.

/ e) Information on monitoring, measuring, analyzing and evaluating.

Denetim ekibi, misterinin bilgi glivenligi olaylarinin kullanim alanlarini izleme iznine sahiptir.

/ The audit team has permission to monitor the customer's use of information security incidents.

Denetim ekibi, yukaridaki maddelere iliskin uygun is tecriibesine ve bu maddelerin pratik uygulamasina sahip olacak sekilde
(Bu bir denetginin bilgi giivenligi alanlarinin tamamina iliskin deneyim tecriibesine ihtiyaci oldugu anlamina gelmez, ancak
denetim ekibinin bir biitlin olarak yeterli bilgi ve deneyime sahip olmasi gerekir) gérevlendirilmektedir.

/ The audit team is assigned to have appropriate work experience regarding the above items and the practical application of these items (This does not mean
that an auditor needs experience in all areas of information security, but the audit team as a whole must have sufficient knowledge and experience).

6.1.2.1.2. Bilgi Giivenligi Yonetim Terminolojisi, ilkeleri, Uygulamalari ve Teknikleri / Information Security Management
Terminology, Principles, Practices and Techniques

AVACERT, denetim ekiplerinin egitimi icin asagidakileri temin eden yetkinlik kriterleri olusturmustur:
/ AVACERT has established competency criteria for the training of audit teams that ensure:

a) BGYS'ye 6zgii belgeleme yapilar, hiyerarsi ve iligkiler;

/ a) ISMS-specific documentation structures, hierarchy and relationships;

b) Bilgi glivenligi yonetimiyle ilgili araglar, yontemler, teknikler ve uygulamalari;
/ b) Tools, methods, techniques and applications related to information security management;

c) Bilgi glivenligi risk degerlendirmesi ve risk yonetimi;

/ ¢) Information security risk assessment and risk management;

d) BGYS icin uygulanabilir islemler;

/ d) Applicable procedures for ISMS;

e) Bilgi glivenligi ile ilgili olabilecek glincel teknoloji veya bir sorun

/ e) Current technology or a problem that may be related to information security
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6.1.2.1.3. Bilgi Giivenligi Yonetim Sistemi Standartlari ve Normatif Dokiimanlar / Information Security Management
System Standards and Normative Documents

BGYS denetimine katilan denetgiler;

/ Auditors participating in the ISMS audit;

a) ISO/IEC 27001'de yer alan tim gereklilikleri

/ a) All requirements in ISO/IEC 27001

Denetim ekibinin tiim Gyeleri asagidakiler hakkinda bilgi sahibi olacaktir:

/ All members of the audit team will have knowledge of:

b) ISO/IEC 27002' de yer alan tim kontroller (gerektiginde ayrica sektorel standartlara gére belirlenirse) ve bunlarin
uygulanmasi olarak kategorize edilmis:

/ b) All controls included in ISO/IEC 27002 (if necessary and also determined according to sectoral standards) and their implementation are categorized as:
1) Bilgi gtivenligi politikalari;

/1) Information security policies;

2) Bilgi glivenliginin organizasyonu;

/2) Organization of information security;

3) insan kaynaklari giivenligi;

/3) Human resources security;

4) Varlik yonetimi;

/4) Asset management;

5) Yetkilendirme de dahil olmak tzere erisim kontrol(;

/5) Access control, including authorization;

6) Kriptografi;

/6) Cryptography;

7) Fiziksel ve cevresel guvenlik;

/7) Physical and environmental security;

8) IT hizmetleri de dahil olmak lizere operasyon givenligi;

/8) Operational security, including IT services;

9) Sebeke glivenligi yénetimi ve bilgi aktarimi da dahil olmak Uzere iletisim gtivenligi;
/9) Communication security, including network security management and information transfer;

10) Sistem edinimi, gelistirilmesi ve bakimi;

/10) System acquisition, development and maintenance;

11) Dis kaynakli hizmetler de dahil olmak Uizere tedarikgi iliskileri;

/11) Supplier relationships, including outsourced services;

12) Bilgi glivenligi olay yonetimi;

/12) Information security incident management;

13) is stirekliligi ydnetiminin, isten cikarmalar da dahil olmak tizere bilgi giivenligi yonleri;
/13) Information security aspects of business continuity management, including layoffs;

14) Bilgi gtivenligi incelemeleri de dahil uyumluluk

/14) Compliance, including information security reviews
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6.1.2.1.4. isletme Yonetimi Uygulamalari / Business Management Applications

BGYS denetiminde yer alan Denetgiler su bilgilere sahip olacaktir:

/ Auditors involved in the ISMS audit will have the following information:

a) Sanayi bilgi glivenligi iyi uygulamalari ve bilgi glivenlik proseddrleri;

/ a) Industry information security good practices and information security procedures;

b) Bilgi glivenligi politikalari ve is gereksinimleri;

/ b) Information security policies and business requirements;

c) Genel isletme yonetimi kavramlari, uygulamalari ve politika, hedefler ve sonuglar arasindaki karsihklr iliski;

/ ¢) General business management concepts, practices and the interrelationship between policy, objectives and results;

d) Yénetim prosesleri (insan kaynaklari ydnetimi, ic ve dis iletisim ve diger ilgili destek proseslerini de iceren) ve ilgili

terminoloji.

/ d) Management processes (including human resources management, internal and external communication and other relevant support processes) and

related terminology.

6.1.2.1.5. Miisteri Sektorii Uygulamalari / Customer industry Applications

BGYS denetiminde yer alan Denetgiler bilgisine sahip olacaktir:

/ Auditors involved in the ISMS audit will have knowledge of:

a) Belirli bilgi glivenligi alaninda, cografyasinda ve yargilama alanindaki yasal ve diizenleyici gereklilikler;

/ a) Legal and regulatory requirements in the particular information security field, geography and jurisdiction;

b) isletme sektoriyle ilgili bilgi giivenligi riskleri;

/ b) Information security risks related to the business sector;

c) Musteri terminolojisine iliskin genel terminoloji, prosesler ve teknolojiler;

/ ¢) General terminology, processes and technologies for customer use;

d) ilgili isletme sektdrii uygulamalari.

/ d) Relevant business sector applications.

Kriter a) denetim ekibi arasinda paylasilabilir.

/ Criterion can be shared among the a) audit team.

6.1.2.1.6. Miisteri Uriinleri, Prosesleri ve Organizasyonu / Customer Products, Processes and Organization

BGYS denetimine katilan Denetgiler asagidakilerin bilgisine sahip olacaklardir:

/ Auditors participating in the ISMS audit will have knowledge of the following:

a) Organizasyonun tir, boyutu, yonetisimi, yapisi, islevleri ve iliskilerinin dis kaynak kullanimini da iceren BGYS ve

belgelendirme faaliyetlerinin gelistiriimesi ve uygulanmasi;

/ a) Development and implementation of ISMS and certification activities, including outsourcing of the type, size, governance, structure, functions and

relationships of the organization;

b) Genis bir perspektif icinde karmasik operasyonlar;

/ b) Complex operations in a broad perspective;

c) Uriin veya hizmet icin gecerli olan yasal ve diizenleyici gereklilikler.

/ ¢) Legal and regulatory requirements that apply to the product or service.
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6.1.2.2. BGYS Denetim Ekibinin Yénetilmesi icin Yetkinlik Sartlari / competency Requirements for Managing the ISMS Audit Team
Bas denetgciler, Bilgi Glvenligi El Kitabi madde 7.1.2.1'deki gerekliliklere ek olarak, rehberlik ve denetim altinda denetimlerde
gosterilecek olan asagidaki gereklilikleri yerine getirmelidir:

/ In addition to the requirements in clause 7.1.2.1 of the Information Security Handbook, lead auditors must meet the following requirements, which will be
demonstrated in guided and supervised audits:

a) Belgelendirme denetim prosesini ve denetim ekibini idare edebilecek bilgi ve beceriler

/ a) Knowledge and skills to manage the certification audit process and audit team

b) S6zlu ve yazil olarak etkili iletisim kurma becerisinin gésterilmesi.

/ b) Demonstration of the ability to communicate effectively verbally and in writing.

6.1.2.3. Basvurunun incelenmesi icin Yetkinlik Sartlari / Competency Requirements for Application Review

6.1.2.3.1. Bilgi Giivenligi Yonetim Sistemi Standartlari ve Normatif Dokiimanlar / information Security Management System
Standards and Normative Documents

Denetim ekibi yetkinligini belirlemek, denetim ekibi tyelerini se¢mek ve denetim zamanini belirlemek igin uygulama gézden
gecirme gorevlisi asagidakilerin bilgisine sahip olmasi saglanmaktadir:

/ To determine audit team competency, select audit team members, and schedule the audit, the practice reviewer must have knowledge of:

a) ilgili BSYS standartlari ve sertifikasyon prosesinde kullanilan diger normatif dokiimanlar.

/ a) Relevant ISMS standards and other normative documents used in the certification process.

6.1.2.3.2. Misteri i$ Sektorii / Customer Business Sector

Denetim ekibinin yetkinligini belirlemek, denetim ekibi tiyelerini segmek ve denetim zamanini belirlemek i¢in uygulama
gbzden gegirme gorevlisi asagidakilerin bilgisine sahip olmasi saglanmaktadir:

/ To determine the competency of the audit team, select audit team members, and schedule the audit, the application review officer must have knowledge
of:

a) Miisteri terminolojisine iliskin genel terminoloji, prosesler, teknolojiler ve riskler.

/ a) General terminology, processes, technologies and risks for customer use.

6.1.2.3.3. Miisteri Uriinleri, Prosesleri ve Organizasyonu / Customer Products, Processes and Organization

Denetim ekibi yeterliligini belirlemek, denetim ekibi tyelerini se¢mek ve denetim zamanini belirlemek icin uygulama gézden
gecirme gorevlisi asagidakilerin bilgisine sahip olmasi saglanmaktadir:

/ To determine audit team competency, select audit team members, and schedule the audit, the application review officer must have knowledge of:

a) BGYS ve belgelendirme faaliyetlerinin gelistirilmesi ve uygulanmasina iliskin misteri Grlinleri, prosesler, organizasyon
tirleri, boyut, yonetisim, yapi, fonksiyonlar ve iligkiler, dis kaynak fonksiyonlari dahil.

/ a) Including customer products, processes, organization types, size, governance, structure, functions and relationships, outsourcing functions regarding the
development and implementation of ISMS and certification activities.

6.1.2.4. Denetim Raporlarinin Gézden Gegirilmesi ve Belgelendirme Kararlarinin Verilmesi igin Yetkinlik Sartlari /
Competency Requirements for Reviewing Audit Reports and Making Certification Decisions

6.1.2.4.1. Genel /General

Denetim raporlarini gozden gegiren ve belgelendirme kararlari veren personel, belgelendirme kapsaminin uygunlugunu ve
bunlarin kapsamindaki degisiklikleri ve denetim etkinligi Gzerindeki etkilerini, 6zellikle ara yizlerin ve bagimhliklarin
tanimlanmasinin devam eden gecerliligini dogrulamasini saglayacak bilgi sahibi olmalidir.

/ Personnel reviewing audit reports and making certification decisions should have knowledge that will enable them to verify the appropriateness of the
scope of certification and changes in its scope and their impact on audit activity, particularly the continued validity of the identification of interfaces and

dependencies.
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Buna ek olarak, denetim raporlarini gézden gegiren ve belgelendirme kararlarini veren personel asagidaki hususlari bilmelidir:
/ In addition, personnel who review audit reports and make certification decisions must know the following:

a) Genel olarak yonetim sistemleri;

/ a) Management systems in general;

b) Denetim prosesleri ve usulleri;

/ b) Audit processes and procedures;

c) Denetim ilke, uygulama ve teknikleri.

/ ¢) Audit principles, practices and techniques.

6.1.2.4.2. Bilgi Giivenligi Yonetim Terminolojisi, ilkeleri, Uygulamalari ve Teknikleri / information Security Management
Terminology, Principles, Practices and Techniques

Denetim raporlarini gdzden gegiren ve belgelendirme kararlarini veren personelin, asagidaki bilgilere sahip olmasi
saglanmaktadir:

/ It is ensured that the personnel who review the audit reports and make certification decisions have the following information:
a) Bilgi Guvenligi El Kitabl madde 7.1.2.1.2 a), c) ve d) 'de listelenen maddeler;

/ a) Substances listed in Information Security Handbook article 7.1.2.1.2 a), ¢) and d);

b) Bilgi glivenligi ile ilgili yasal ve dlizenleyici gereklilikler.

/ b) Legal and regulatory requirements regarding information security.

6.1.2.4.3. Bilgi Giivenligi Yonetim Sistemi Standartlari ve Normatif Dokiimanlar / information Security Management System
Standards and Normative Documents

Denetim raporlarini gbézden gegiren ve belgelendirme kararlari veren personelin, asagidaki bilgilere sahip olmasi
saglanmaktadir:

/ It is ensured that personnel who review audit reports and make certification decisions have the following information:
a) ilgili BGYS standartlari ve sertifikasyon prosesinde kullanilan diger normatif dokiimanlar.

/ a) Relevant ISMS standards and other normative documents used in the certification process.

6.1.2.4.4. Miisteri is Sektorii / Customer Business Sector

Denetim raporlarini gdzden gegiren ve belgelendirme kararlari veren personelin, asagidaki bilgilere sahip olmasi
saglanmaktadir:

/ It is ensured that personnel who review audit reports and make certification decisions have the following information:

a) Genel terminoloji ve ilgili isletme sektéri uygulamalari ile ilgili riskler.

/ a) Risks related to general terminology and relevant business sector practices.

6.1.2.4.5. Miisteri Uriinleri, Prosesleri ve Organizasyonu / Customer Products, Processes and Organization

Denetim raporlarini gdzden gegiren ve belgelendirme kararlari veren personelin, asagidaki bilgilere sahip olmasi
saglanmaktadir:

/ It is ensured that personnel who review audit reports and make certification decisions have the following information:
a) Musteri Urtnleri, prosesler, organizasyon tirleri, boyut, yonetisim, yapi, islevler ve iliskiler.

/ a) Customer products, processes, organizational types, size, governance, structure, functions and relationships.
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6.2. Belgelendirme Faaliyetlerinde Gorev Alan Personel / Personnel Involved in Certification Activities

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 7.2 ile
PR-11 Personel Atama ve Performans Degerlendirme Prosedirindeki hilkimler gegerlidir. Ayrica asagidaki BGYS'ye 6zel
sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 7.2
and PR-11 Personnel Appointment and Performance Evaluation Procedure are valid. In addition, the following ISMS-specific conditions and guidance apply.

6.2.1. BG 7.2 Denetginin Bilgi ve Tecriibesinin Gosterilmesi / IS 7.2 Demonstration of Auditor's Knowledge and Experience

AVACERT, Denetgilerin, asagidaki bilgi ve tecriibeye sahip olduklarini géstermektedir:
/ AVACERT shows that Auditors have the following knowledge and experience:

a) BGYS’ye 6zgi nitelikleri

/ a) ISMS-specific features

b) Mimkdin ise denetgi olarak kayit;

/ b) Registration as an auditor, if possible;

c) BGYS egitim kurslarina katihm ve ilgili kisisel kimlik bilgilerinin elde edilmesi;

/ ¢) Participation in ISMS training courses and obtaining relevant personal identification information;
d) Giincel mesleki gelisim kayitlari;

/ d) Current professional development records;

e) Baska bir BGYS denetgisinin tanik oldugu BGYS denetimleri

/ e) ISMS audits witnessed by another ISMS auditor
6.2.1.1. Denetgi Se¢imi / Auditor Selection

Bilgi Glvenligi El Kitabi madde 7.1.2.1'e ek olarak, Denetcileri segme kriterleri her Denetginin asagidakileri saglayacagini
garanti etmesi saglanmaktadir:

/ In addition to Article 7.1.2.1 of the Information Security Handbook, the criteria for selecting Auditors are provided to ensure that each Auditor:
a) Esdeger bir tniversite egitimine yonelik profesyonel egitim veya 6gretim;
/ a) Professional education or training leading to an equivalent university education;

b) Bilgi teknolojisinde tam zamanli en az dért yil is deneyimi; bunlardan en az iki yil bilgi glivenligi ile ilgili bir rol veya islevde
olmali;

/ b) At least four years of full-time work experience in information technology; Of these, at least two years must have been in an information security-related
role or function;

c) Kapsami BGYS denetimleri ve denetim yonetimini kapsayan en az bes ginlik egitimi basariyla tamamlama;
/ ¢) Successfully completing at least five days of training covering ISMS audits and audit management;

d) BGYS denetimlerini gerceklestiren bir denetgci olarak hareket etmeden 6nce BGYS' yi denetim deneyimi kazanmistir. Bu
deneyim, en az bir BGYS ilk belgelendirme denetiminde (Asama 1 ve Asama 2) veya yeniden belgelendirme ve en az bir
gbzetim denetiminde bir BGYS degerlendiricisi (bkz. 1ISO / IEC 17021-1: 2015, 9.2.2.1.4) tarafindan izlenen egitimde denetgi
olarak gerceklestirilerek kazanilmalidir. Bu deneyim en az 10 BGYS yerinde denetim glintinde kazanilmali ve son 5 yil iginde
gerceklestirilmelidir. Katihm, dokiimantasyon ve risk degerlendirmesinin gézden gecirilmesi, uygulama degerlendirmesi ve
denetim raporlamasini icermelidir.

/ d) Gained ISMS audit experience before acting as an auditor performing ISMS audits. This experience must be demonstrated in training followed by an ISMS
assessor (see ISO/IEC 17021-1:2015, 9.2.2.1.4) in at least one ISMS initial certification audit (Phase 1 and Phase 2) or re-certification and at least one
surveillance audit It must be earned by performing as an auditor. This experience must be gained in at least 10 ISMS on-site audit days and must be carried
out within the last 5 years. Participation should include review of documentation and risk assessment, implementation evaluation and audit reporting.
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e) llgili ve giincel deneyime sahip;

/ e) Have relevant and current experience;

f) Mevcut bilgi ve becerileri, stirekli mesleki gelisim sayesinde glincel tutar.

/ f) Keeps current knowledge and skills up to date through continuous professional development.

g) ISO/IEC 27001 uyarinca bir BGYS'yi denetleme yeterliligine sahiptir.

/ g) Has the competence to audit an ISMS in accordance with ISO/IEC 27001.

Teknik Uzmanlarin a), b) ve e) kriterlerine uymasi yeterlidir.

/ It is sufficient for Technical Experts to comply with criteria a), b) and e).

6.2.1.2. Bas denetgi Se¢imi / Selection of chief auditor

Bilgi Glvenligi El Kitabi madde 7.1.2.2 ve 7.2.1.1'e ek olarak, Bas denetginin asagidakileri saglayacagini garanti etmesi
saglanmaktadir:

/ In addition to Articles 7.1.2.2 and 7.2.1.1 of the Information Security Manual, the Chief auditor shall ensure that:

a) En az 3 BGYS denetiminin tiim asamalarina aktif olarak katilmis olma. Katilim, baslangi¢ kapsam belirleme ve planlama,

dokiimantasyon ve risk degerlendirmesinin incelenmesi, uygulama degerlendirmesi ve resmi denetim raporlamasini
icermelidir.

/ a) Actively participating in all stages of at least 3 ISMS audits. Engagement should include initial scoping and planning, review of documentation and risk
assessment, implementation evaluation, and formal audit reporting.

6.3. Kurulus Disi Denetgilerin ve Teknik Uzmanlarin Kullanimi / Use of External Auditors and Technical Experts

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 7.3 ve
PR-11 Personel Atama ve Performans Degerlendirme Prosediriindeki hiikiimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 7.3
and PR-11 Personnel Appointment and Performance Evaluation Procedure are valid.

6.3.1. BG 7.3 Denetim Ekibinin Bir Parcasi Olarak Dis Denetgilerin ve Dis Teknik Uzmanlarin Kullanimi /1s 7.3 Use of External
Auditors and External Technical Experts as Part of the Audit Team

AVACERT, dis Denetgileri ve dis Teknik Uzmanlari denetim ekibinin bir pargasi olarak kullanirken;
/ AVACERT uses external Auditors and external Technical Experts as part of the audit team;

- Bukisilerin yeterli olduklarindan ve ISO/IEC 27006:2015 standardinin uygulanabilir hikiimleri ile uyumlu

olduklarindan,
/ - They are competent and comply with the applicable provisions of the ISO/IEC 27006:2015 standard,

- Tarafsizligi ihlal edecek sekilde dogrudan veya isvereni Gzerinden, bir BGYS veya ilgili ydnetim sistemlerinin tasarimi,

uygulamasi veya sirdirilmesinde yer almis olmadiklarindan,
/ - They have not been involved, directly or through their employer, in the design, implementation or maintenance of an ISMS or related management
systems in a way that would violate impartiality,

yaptigl sézlesmeler ve aldigi glincel bildirimler ile emin olmaktadir.
/ It is assured with the contracts it makes and the up-to-date notifications it receives.
6.4. Personel Kayitlari / Personnel Records

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 7.4 ve PR-11 Personel Atama ve
Performans Degerlendirme Prosedirindeki hikiimler gecerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook article 7.4 and PR-11 Personnel Appointment and
Performance Evaluation Procedure are valid.
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6.5. Digaridan Temin / Outsourcing

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 7.5’de yer alan hikimler
gecerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and article 7.5 of the ISO/IEC 17021-1 System Certification Handbook are valid.

7. BiLGi SARTLARI / INFORMATION TERMS

7.1. Kamuya Agik Bilgiler / public information

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 8.1’de yer alan hikimler
gecerlidir. Ayrica asagidaki BGYS'ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and article 8.1 of the ISO/IEC 17021-1 System Certification Handbook are valid. In addition, the
following ISMS-specific conditions and guidance apply.

7.2. Belgelendirme Dokiimanlari / Certification Documents
ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 8.2
maddesinde yer alan hiikiimler gegerlidir. Bunlara ek olarak asagidaki BGYS’ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 8.2 are
valid. In addition, the following ISMS-specific conditions and guidance apply.

7.2.1. BG 8.2 BGYS Belgelendirme Dokiimanlari / IS 8.2 ISMS Certification Documents

AVACERT, BGYS'si belgelendirilen musteri kuruluslarinin her birine, AVACERT Genel Miduri tarafindan imzalanan bir sertifika
sunmaktadir.

/ AVACERT offers a certificate signed by the AVACERT General Manager to each of the customer organizations whose ISMS is certified.

Sertifika kapsamindaki kontrollerin kapsamini degistirmeyen Uygulanabilirlik Beyaninda yapilan degisiklik, Sertifikanin
guncellenmesini gerektirmez.

/ A change to the Declaration of Applicability that does not change the scope of controls within the scope of the Certificate does not require updating the
Certificate.

Belgelendirme dokiumanlari, kurulusun 1SO / IEC 27001: 2022, 6.1.3 d) uyarinca Uygulanabilirlik Bildirgesinde gerekli oldugu
belirlenen kontroller igin kontrol seti kaynagi / kaynaklari olarak ulusal ve uluslararasi standartlara atifta bulunabilir.
Belgelendirme dokiimanlarindaki atiflarin, Uygulanabilirlik Bildirgesinde uygulanan kontroller icin sadece bir kontrol seti
kaynagi oldugu ve dolayisiyla atiflarin belgelendirmesinin olmadigi agikga belirtilmelidir.

/ Certification documents may refer to national and international standards as control set source(s) for controls identified as necessary in the organization's

Declaration of Applicability in accordance with ISO/IEC 27001:2022, 6.1.3 d). It should be made clear that references in certification documents are merely a
source of control sets for the controls applied in the Declaration of Applicability and therefore there is no documentation of references.

7.3. Belgelendirmeye Atif ve Markalarin Kullanimi / Reference to Certification and Use of Trademarks
ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 8.3 ve TL-02 Logo ve Belge
Kullanim Talimatindaki hiikiimler gecerlidir. Ek olarak asagidaki BGYS’ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook article 8.3 and TL-02 Logo and Document Usage
Instruction are valid. In addition, the following ISMS-specific conditions and guidance apply.

7.4. Gizlilik / security

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 8.4’de yer alan hikimler
gecerlidir. Ek olarak asagidaki BGYS'ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and article 8.4 of the ISO/IEC 17021-1 System Certification Handbook are valid. In addition, the
following ISMS-specific conditions and guidance apply.
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7.4.1. BG 8.5 Kurumsal Kayitlara Erigim /IS 8.5 Access to Corporate Records

AVACERT, belgelendirme denetiminden 6nce musteri kurulusa, gizli veya hassas bilgi icermesi nedeniyle denetim ekibine
incelenmek Gizere sunulamayacak olan BGYS’ye ait herhangi bir kaydin olup olmadigini bildirmesini talep etmektedir.

/ Before the certification audit, AVACERT requests the client organization to inform whether there are any records of the ISMS that cannot be presented to
the audit team for review because they contain confidential or sensitive information.

AVACERT, bu kayitlarin eksik olmasi durumunda, BGYS’nin uygun bir sekilde denetlenip denetlenemeyecegine karar
vermektedir. AVACERT, tespit edilen gizli ya da hassas kayitlari incelemeden BGYS'nin uygun bir sekilde denetiminin
yapilmasinin mimkiin olmadigina karar verirse, uygun erisim diizenlemeleri saglanana kadar belgelendirme denetiminin
gerceklestirilemeyecegini misteri kurulusa bildirecektir.

/ AVACERT decides whether the ISMS can be audited appropriately if these records are missing. If AVACERT decides that it is not possible to conduct an

appropriate audit of the ISMS without reviewing the detected confidential or sensitive records, it will notify the customer organization that the certification
audit cannot be carried out until appropriate access arrangements are provided.

7.5. AVACERT ile Musterileri Arasindaki Bilgi Aligverisi / Information Exchange Between AVACERT and Its Customers
ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 8.5’da
yer alan hikumler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 8.5 are
valid.

8. PROSES SARTLARI / PROCESS CONDITIONS
8.1. Belgelendirme Oncesi Faaliyetler / Pre-certification Activities
8.1.1. Bagvuru / Application

BGYS belgelendirmesi icin basvuran musteri kuruluslardan basvurularini, FRB-01 Basvuru Formu ve FRB-01 Ek-2 ISO 27001
Basvuru ek Bilgilendirme Formu ile iletmeleri istenir.

/ Customer organizations applying for ISMS certification are asked to submit their applications with the FRB-01 Application Form and FRB-01 Annex-2 ISO
27001 Application additional Information Form.

Planlama Sorumlusu tarafindan, BGYS belgelendirme basvurusunda bulunan musteri kuruluslara, s6zlesmeyi gézden gegirip
degerlendirmeden once;

/ Before reviewing and evaluating the contract, the Planning Officer will inform the customer organizations that have applied for ISMS certification;

1. Degerlendirilen ihtiyaclara karsin yetkinlikleri degerlendirmek,
/ 1. Evaluating competencies against assessed needs,

2. Faaliyet gosterdigi alanda yeterlilik analizinin uygunlugu ve

/ 2. The suitability of competency analysis in the field of activity and

3. Belirttigi hari¢ tutmalarin dogrulamasinin yapilmasi amaciyla bilgi edinmek tzere,
/ 3. To obtain information for the purpose of verifying the exclusions specified,

FRB-02 Basvuru Gozden Gegirme Formu gonderilir ve ilgili alanlarinin doldurarak AVACERT ye geri gonderilmesi istenir.

/ The FRB-02 Application Review Form is sent and the relevant fields are requested to be filled in and sent back to AVACERT.
8.1.2. Bagvurunun Gozden Gegirilmesi / Review of Application

Belgelendirme igin basvuran misteri kuruluslar icin, s6zlesmenin gézden gecirilmesinden 6nce, Bilgi Glivenligi El Kitabi madde
9.1.2 ’de yer alan tablolar da dikkate alinarak, bir yeterlilik analizi yapilir ve FRB-02 Basvuru Gézden Gegirme Formu, bu
analizin yapildigina dair gézden gecirmeyi yapan yetkili personel tarafindan imzalanir.

/ For customer organizations applying for certification, before reviewing the contract, a proficiency analysis is carried out, taking into account the tables in
Article 9.1.2 of the Information Security Handbook, and the FRB-02 Application Review Form is submitted by the reviewing officer to confirm that this analysis
has been carried out. signed by the staff.

Hazirlayan: Yonetim Temsilcisi Onaylayan: Genel Miidiir
/Prepared By:Management Representative /Approved By: General manager
syf. 14
Elektronik niishadir. Basitimus hali kontrolsiiz kopyadir.
/It is an electronic copy. The printed version is an uncontrolled copy



avacert . o Zgg‘cm:g:t:égjg PR-08
S BGYS BELGELENDIRME PROSEDURU N
evizyon no
/'o(e-,nai'.o(\’b\ / ISMS CERTIFICATION PROCEDURE ;Rev‘ision nEerb-er:‘
Srevitontae | 27072023

Sozlesmenin gdzden gegirilmesinin tamamlanmasindan sonra, PR-08 BGYS Belgelendirme Prosediiri dogrultusunda verilecek
teklif hazirlanir ve misteri kuruluga génderilir.

/ After the review of the contract is completed, the offer to be submitted in line with the PR-08 ISMS Certification Procedure is prepared and sent to the
customer organization.

Teklifi kabul eden musteri kurulus ile PR-08 BGYS Belgelendirme Prosediiri dogrultusunda sézlesme imzalanir.
/ A contract is signed with the customer organization that accepts the offer in line with the PR-08 ISMS Certification Procedure.
8.1.3. Denetim Programi / Audit Program

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Guivenligi El Kitabi madde
9.1.3’deki hikiimler gecerlidir. Ek olarak asagidaki BGYS’ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.1.3
are valid. In addition, the following ISMS-specific conditions and guidance apply.

8.1.3.1. BG 9.1.3 Genel /IS 9.1.3 General

BGYS denetimleri igcin FRB-27 EK-E Denetim Programi, belirlenen bilgi giivenlik kontrollerini dikkate alacak sekilde
olusturulmaktadir.

/ FRB-27 ANNEX-E Audit Program for ISMS audits is created to take into account the determined information security controls.
8.1.3.2. BG 9.1.3 Denetim Metodolaojisi / Is 9.1.3 Audit Methodology

AVACERT, misteri kurulusun, BGYS i¢c denetimlerinin planlandigini, program ve prosedirlerin uygulanmakta oldugunu ve
uygulanabildigini gosterebilen bir denetim uygulamasi icin, PR-09 BGYS Denetim Prosediiri olusturmus ve uygulamaktadir.

/ AVACERT has created and implemented PR-09 ISMS Audit Procedure for an audit practice that can show that the customer organization's ISMS internal
audits are planned, programs and procedures are implemented and can be implemented.

8.1.3.3. BG 9.1.3 ilk Denetim icin Genel Hazirliklar / is 9.1.3 General Preparations for the First Audit

AVACERT, bir musteri kurulusun, i¢ denetim raporlarina ve bilgi glivenligiyle ilgili bagimsiz gozden gegirme raporlarina
erismek icin gerekli tim dizenlemeleri yapmasini talep eder.

/ AVACERT requires a client organization to make all necessary arrangements to access internal audit reports and independent review reports regarding
information security.

En azindan ilk belgelendirme denetiminin Asama 1’i sirasinda musteri kurulus tarafindan asagidaki bilgilerin saglanmasi talep
edilmektedir:

/ At least during Phase 1 of the initial certification audit, the customer organization is requested to provide the following information:

a) BGYS ve kapsadig faaliyetlerle ilgili genel bilgi;

/ a) General information about ISMS and the activities it covers;

b) ISO/IEC 27001'de belirtilen gerekli BGYS dokiimantasyonunun bir kopyasi ve gerektiginde ilgili dokiimanlar.
/ b) A copy of the required ISMS documentation specified in ISO/IEC 27001 and relevant documents where necessary.

8.1.3.4. BG 9.1.3 Gozden Gegirme Siklig1 / IS 9.1.3 Review Frequency

AVACERT, en az bir ydnetim gdzden gegirmesi ve belgelendirme kapsamini kapsayan bir i¢ denetimi yapilmadigi siirece, BGYS
belgelendirmesi yapmamaktadir.

/ AVACERT does not provide ISMS certification unless an internal audit covering the scope of at least one management review and certification is carried out.
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8.1.3.5. BG 9.1.3 Belgelendirme Kapsami /IS 9.1.3 Scope of Certification

Denetim ekibi, tanimlanan kapsamda, musteri kurulusun BGYS'sini tim gerekliliklerin yerine getirildiginin dogrulanmasi
amaciyla denetler. AVACERT, musteri kurulusun BGYS’si kapsaminda, musterilerin ISO/IEC 27001 madde 4.3'te belirtilen
sartlari yerine getirdigini teyit eder.

/ The audit team audits the customer organization's ISMS within the defined scope to verify that all requirements are met. AVACERT confirms that, within the
scope of the customer organization's ISMS, customers fulfill the conditions specified in ISO/IEC 27001 article 4.3.

AVACERT, misteri kurulusun belgelendirme kapsaminda tanimlanan faaliyetlerinin sinirlarini igcinde, bilgi glivenligi risk
degerlendirmesi islemlerini dogru bir sekilde gerceklestirdigini teyit eder. AVACERT bunun, musteri kurulusun BGYS ve
Uygulanabilirlik Beyani kapsamina yansitildigini teyit eder. AVACERT, belgelendirme kapsami basina en az bir Uygulanabilirlik
Beyani bulundugunu dogrular.

/ AVACERT confirms that the customer organization has carried out information security risk assessment processes correctly, within the limits of its activities
defined within the scope of certification. AVACERT confirms that this is reflected in the client organization's ISMS and Declaration of Applicability. AVACERT
verifies that there is at least one Declaration of Applicability per scope of certification.

AVACERT, BGYS kapsamina girmeyen hizmetler veya faaliyetlerle olan ara yizlerin, belgelendirmeye tabi BGYS kapsaminda
ele alinmasini ve misteri kurulusun bilgi glivenligi risk degerlendirmesinde yer almasini saglar. Boyle bir durumun bir érnegi,
diger kuruluslarla paylasimdaki aksakliklari (6rnegin IT sistemleri, veri tabanlari ve telekomiinikasyon sistemleri veya bir
isletme islevinin dis kaynak kullanimi) icermesidir.

/ AVACERT ensures that interfaces with services or activities that are not within the scope of ISMS are handled within the scope of ISMS subject to
certification and are included in the information security risk assessment of the customer organization. An example of such a situation involves disruptions in
sharing with other organizations (for example, IT systems, databases and telecommunications systems, or outsourcing a business function).

8.1.3.6. BG 9.1.3 Belgelendirme Denetimi Kriterleri / ISBG 9.1.3 Certification Audit Criteria

Bir musteri kurulusun BGYS' nin denetlenmesine iliskin kriterler icin, BGYS standardi ISO/IEC 27001 referans alinmaktadir.
/ For the criteria for auditing a customer organization's ISMS, ISMS standard ISO/IEC 27001 is taken as reference.

8.1.4. Denetim Zamaninin Belirlenmesi / Determining Audit Time

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 9.1.4’de
yer alan hikumler gegerlidir. Ek olarak asagidaki BGYS'ye Ozel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.1.4
are valid. In addition, the following ISMS-specific conditions and guidance apply.

8.1.4.1. BG 9.1.4 Denetim Zamani /IS 9.1.4 Audit Time

AVACERT, denetim ekibine, ilk belgelendirme denetimi, gézetim denetimi ya da yeniden belgelendirme denetiminde bitln
faaliyetleri tamamlamalari igin yeterli siireyi verecek sekilde planlama yapmaktadir.

/ AVACERT plans to give the audit team sufficient time to complete all activities in the initial certification audit, surveillance audit or re-certification audit.

Genel denetim zamaninin hesaplanmasi, denetim raporlamasi i¢in yeterli zamani da icermektedir.

/ The calculation of overall audit time includes sufficient time for audit reporting.

AVACERT, denetim zamanini belirlemek i¢in ISO/IEC 27006:2015 ve Ek B ve EK C'yi ve ISO/IEC 27006:2015 AMD.1 2020
kullanmaktadir.

/ AVACERT uses ISO/IEC 27006:2015 and Annex B and Annex C and ISO/IEC 27006:2015 AMD.1 2020 to determine the audit timing.

Belgelendirme kapsamindaki tiim vardiyalar icin kurulusun kontrolii altinda ¢alisan toplam kisi sayisi dikkate alinarak denetim
suresinin belirlenir.

/ The audit period is determined by taking into account the total number of people working under the control of the organization for all shifts within the
scope of certification.
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Planlama ve rapor yazma igin hesaplanan sirenin, genellikle toplam yerinde 'denetim siresini' Ek B' ye gore hesaplanan
surenin%70'inden daha aza indirilemez. Planlama ve /veya rapor yazimi icin ek sire gerekli oldugunda, bu, yerinde denetim
siresini azaltmak icin bir gerekce olamaz. Denetgi seyahat siiresi bu hesaplamaya dahil edilmez ve gizelgede belirtilen
denetim siiresine ilave edilir.

/ The time calculated for planning and report writing cannot generally be reduced to less than 70% of the total on-site 'audit time' calculated in accordance
with Annex B. Where additional time is required for planning and/or report writing, this is not a justification for reducing on-site audit time. Auditor travel
time is not included in this calculation and is added to the audit time specified in the schedule.

Ek B' de ki sartlara Ek olarak kapsam igin hesaplanan toplam yerinde denetgi glinlerinin sayisi, sahanin yonetim sistemi igin
uygunluguna ve belirlenen risklere bagli olarak farkl sahalar arasinda dagitilir. Dagitimin gerekgesi, AVACERT Planlama
bolimi tarafindan kayit altina alinir.

/ In addition to the requirements in Annex B, the total number of on-site auditor days calculated for the scope is distributed among the different sites

depending on the suitability of the site for the management system and the identified risks. The justification for the distribution is recorded by the AVACERT
Planning department.

ilk belgelendirme denetimi ve gézetim icin harcanan toplam siire, her bir sahada harcanan siire arti merkez ofiste harcanan
toplam siirenin toplamidir. Tim isin tek bir sahada kurulusu tiim galisanlari ile yapilmasi halinde, higbir zaman operasyonun
boyutu ve karmasikligi icin hesaplanacak olan siireden daha az olmamaktadir.

/ Total time spent on initial certification audit and surveillance is the sum of time spent at each site plus total time spent at head office. If the entire work is
done on a single site with all employees, the time is never less than that which would be calculated for the size and complexity of the operation.

Denetim zamani, asagida verilen tablo 1 dogrultusunda belirlenir:
/ The audit time is determined in accordance with table 1 below:

ilk belgelendirme i¢in BGYS adam/giin

Calisan Sayisi / ISMS man/day for initial certification Arttirici ya da azaltic faktorler
/ Number of Employees Toplam Asama 1 Asama 2 / Increasing or decreasing factors
/Total / Stage 1 / Stage 2

ISO/IEC 27006:2015 Annex B.3.4’e
1-10 5 1.5 3.5 bakin

/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
11-15 6 2 4 bakin

/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
16-25 7 2,5 4,5 bakin

/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
26-45 8.5 3 5.5 bakin

/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
bakin

ISO/IEC 27006:2015 Annex B.3.4’e
66-85 11 3,5 7,5 bakin

/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
86-125 12 4 8 bakin

/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
126-175 13 4,5 8,5 bakin

/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
176-275 14 4,5 9 bakin

/ See ISO/IEC 27006:2015 Annex B.3.4

46-65 10 3,5 6,5
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ilk belgelendirme icin BGYS adam/giin
Calisan Sayisi / ISMS man/day for initial certification Arttirici ya da azaltici faktorler
/ Number of Employees Toplam Asama 1 Asama 2 / Increasing or decreasing factors
/Total / Stage 1 / Stage 2
ISO/IEC 27006:2015 Annex B.3.4’e
276-425 15 5 10 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
426-625 16,5 55 11 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
626-875 17,5 6 11.5 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
876-1175 18,5 6 12.5 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
1176-1550 19,5 6.5 13 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
1551-2025 21 7 14 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
2026-2675 22 7,5 14,5 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
2676-3450 23 7.5 15.5 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
3451-4350 24 8 16 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
4351-5450 25 8.5 16.5 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
5451-6800 26 8.5 17.5 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
6801-8500 27 9 18 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
ISO/IEC 27006:2015 Annex B.3.4’e
8501-10700 28 9.5 18.5 bakin
/ See ISO/IEC 27006:2015 Annex B.3.4
Yukaridaki Yukaridaki Yukaridaki
ilerlemeyi ilerlemeyi ilerlemeyi
>10.700 izleyin izleyin izleyin
/ Watch the / Watch the / Watch the
progress above progress above progress above

AVACERT, ilk belgelendirme denetiminde, gézetim ve yeniden belgelendirme denetimlerinde kullanilan zamani
gerekcelendirmekte ya da bu zamani saglamak lizere gerektigi sekilde hazirlk yapmaktadir.

/ AVACERT justifies the time used in the initial certification audit, surveillance and recertification audits, or prepares as necessary to ensure this time.
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Gegis denetimlerinde gozetimler icin 1 adam giin, yeniden belgelendirme denetimlerinde 0,5 adam giin eklenir.

/ In transition audits, 1 man day is added for audits, and in recertification audits, 0.5 man days are added.

Ayrilan zaman igin asagidaki etkenler (ISO/IEC 27006:2015 Annex B.3.4) dikkate alinmaktadir:

/ The following factors (ISO/IEC 27006:2015 Annex B.3.4) are taken into account for the time allocated:

a) BGYS kapsaminin biiyiikligi (Or: kullanilan bilgi sistemlerinin sayisi, calisan sayisi),
/ a) Size of ISMS scope (e.g. number of information systems used, number of employees),

b) BGYS’ nin karmagsikhg (Or: bilgi sistemlerinin kritikligi, BGYS’ nin risk durumu), ayrica ISO/IEC 27006:2015 Ek A’ya

gore asagidaki tablo dikkate alinir:

/ b) The complexity of the ISMS (e.g. criticality of information systems, risk status of the ISMS), as well as the following table according to ISO/IEC

27006:2015 Annex A, are taken into account:

C) BGYS kapsaminda gergeklestirilen is tipleri,

/ ¢) Types of work carried out within the scope of ISMS,

d) BGYS’ nin gesitli bilesenlerinin uygulanmasinda kullanilan teknolojinin kapsami ve cesitliligi (uygulanan kontroller,
dokiimantasyon ve/veya proses kontrol, dizeltici/onleyici faaliyet, vb. gibi),

/ d) The scope and diversity of technology used in the implementation of various components of the ISMS (such as applied controls, documentation

and/or process control, corrective/preventive action, etc.),

€) Saha sayisi,
/ e) Number of fields,

f) BGYS' nin daha 6nce gosterdigi performans,

/ e) Number of fields,

0) BGYS kapsami dahilinde kullanilan dig kaynak kullanimi ve Giglincii taraf diizenlemelerinin kapsami,
/ g) Scope of outsourcing and third party arrangements used within the scope of ISMS,

h) Belgelendirmeye dair standartlar ve diizenlemeler.

/ h) Standards and regulations regarding certification.

Karmagiklik Faktorleri Risk Sinifi /Risk Class )

/ Complexity Factors Onem

1-BGYS Karmasikhk Yiksek Orta Dusuk

Ktorleri / Importance

Faktor . /High /Medium /Low

/1-ISMS Complexity Factors
*BGYS uygulamasinin Olcegi
/*Scale of ISMS application
*Bilgi sisteminin yonetimi
/*Information system management
*Uretim/Hizmet yénetimi ile
ilgili sistemler

1.1 Cal S /*Production/Service management

-1 Calisan Sayisi related systems

+Sozlesmeli Personel *Satis/dagitim/genel servisle

/1.1 Number of Employees > 250 (3 Puan) >50 (2 Puan) <50 (1 Puan) o s/dag | /g

+Contracted Personnel /2 250 (3 Points) /250 (2 Points) /<50 (1 Point) llgili sistemler
/*Sales/distribution/general service
related systems
*Bilgi teknolojisi/bilgi
hizmetleriyle ilgili hizmetler
/*Information
technology/information services
related services
*Insaat/gemi yapimi/fabrika
/*Construction/shipbuilding/factory

15 | s Kurala uymama Kurala uymama Kurala uymama ilgili mevzuat, kilavuzlar ve

-2 Yasal uygunluga durumunda durumunda énemli  |durumunda ilkeler

verilen dnem muhtemel cezai  |finansal yaptirma  |6nemsiz finansal ISO/IEC 27001 A. 5.19

/1.2 Importance given to A

legal compliance yaptirima sebep sebep olmasi (2 yaptirima sebep / Relevant legislation, guidelines and

olmasi (3 Puan) Puan) olmasi (1 Puan) principles
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Karmasiklk Faktorleri

Risk Sinifi / Risk Class

/1-ISMS Complexity Factors

/ Complexity Factors
1-BGYS Karmasgiklik Yuksek Orta Dusuk
Faktérleri /High /Medium /Low

Onem

/ Importance

/ Possible criminal
sanctions in case of
non-compliance with

/ Failure to comply with
the rule causes significant
financial sanctions (2

/ Causing insignificant
financial sanctions in
case of non-compliance

ISO/IEC 27001 A. 5.19

specific risks

specific laws and

/ Sector-specific laws and

the rule (3 points) Points) with the rule (1 Point)
Sektore Ozel yasa ve
" diizenleme --
Oze yasa ve uygulanamaz ancak Ozel yasayada
Gktumluliklerin N . . dizenlemede -
y 6nemli derecedeki Ktore bzel risk d *BGYS uygulamasinin élgegi
1.3 Sektore ozel uygulanmasi sektore dzel risk sektore ozelrisk de | r«scgle of 1SMS application
risklerin durumu uygulanmas uygulanamaz *[lgili mevzuat, kilavuzlar ve
uygulanabilirligi (3 Puan) durumu durumu ilkeler
/1.3 Applicability of sector- / Status of (1Puan) /*Relevant legislation, guidelines and
implementation of (2 Puan) / Sector-specific risk is principles

also not applicable in a

ISO/IEC 27001 A. 5.19

sifreleme teknolojisi
/1.4 Network
connection encryption
technology

durumu (3 Puan)
/ External data
encrypted
internet
connection digital
signature PKI
requirements
status (3 Points)

olmadan durumu (2
Puan)

/ External data
encrypted internet
connection status
without digital
signature (2 Points)

obligations regulations cannot be special law or regulation.
(3 Points) applied, but significant (1Point)
sector-specific risks apply.
(2 Points)
Dis veriler
sifrelenmis Dissal veriler Dis veriler sifresiz . .
internet baglantisi e lenmis internet internet baglantisi Telekomunnlkasyor'w ve
dijital imza PKI | o enMiz Intemet o calimza/PKI  |operasyon yénetimi ISO/IEC
1.4 Ag baglantisi gereklilikleri baglantis, dijital imza gereksinimleri 27001 A. 8.24

durumu (1 Puan)

/ External data,
unencrypted
internet connection,
digital signature/PKI
requirements status
(1 Point)

/* Telecommunications and
operations management 1SO/IEC
27001 A. 8.24

*Erisim Kontrolii ISO/IEC

27001 A. 5.15
/*Access Control ISO/IEC 27001 A.
5.15

1.5 Risk durumu ve
degerlendirilen kritik
bilgilerin hacmi

> 50 (3 Puan)

>10 (2 Puan)

<10 (1 Puan)

Certification

/1.5 Risk status and volume /250 (3 Points) /210 (2 Points) /< 10 (1 Point)
of critical information
evaluated
1.6 Projelerinin sayisi
ve buyukltgu >7 (3 Puan) >3 (2 Puan) < 3 (1 Puan)
/1.6 Number and size of /2 7 (3 Points) /2 3 (2 Points) /< 3 (1 Point)
projects
1.7 Uzaktan calismanin
5 cally >25%(3Puan) | >10% (2 Puan) <10% (1 Puan)

apsami | /2 25% (3 Points) /2 10% (2 Points) /< 10% (1 Point)
/1.7 Scope of remote working
1.8 BGYS

Karmasik (3 .

Belgelendirme kapsami Puan) stk Normal (2 Puan) Basit (1 Puan)
/1.8 Scope of ISMS / Complex (3 Points) / Normal (2 Points) / Simple (1 Point)

2- BGYS kapsaminin biy

klaga ile ilgili faktorler /2- Factors related to the

size of the ISMS scope

2.1 Kullanilan bilgi
sistemi sayisi (Program

>10 (3 Puan)
/210 (3 Points)

>5 (2 Puan)
/25 (2 Points)

<5(1 Puan)

/<5 (1 Point)
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Karmasikhk Faktorleri Risk Sinifi / Risk Class )
/ Complexity Factors Onem
1-BGYS Karmasiklik Yiksek Orta Duslk

. ) / Importance
Faktérleri ) /High /Medium /Low
/1-ISMS Complexity Factors
sayisl)

/2.1 Number of information
systems used (Number of

programs)
> 100 bin (3

2.2 Kullanici sayisi Puan) > 50 bin (2 Puan) < 50 bin (1 Puan)

/2.2 Number of users /2100 thousand (3 /250 thousand (2 Points) |/< 50 thousand (1 Point)
Points)

2.3 imtiyazli kullanic

sayisi >50 (3 Puan) >10 (2 Puan) <10 (1 Puan)

/2.3 Number of privileged /2 50 (3 Points) /210 (2 Points) /<10 (1 Point)

users

2.4 isletim sistemi

platform sayisi >3 (3 Puan) >2 (2 Puan) <2 (1 Puan)

/2.4 Number of operating /23 (3 Points) /22 (2 Points) /<2 (1 Point)

system platforms

2.5 Ag baglantisi sayisi ve boyutu /2.5 Number and size of network connections

Server sayisl >20 (3 Puan) >10 (2 Puan) <5(1 Puan)
/ Number of servers /220 (3 Points) /210 (2 Points) /<5 (1 Point)

I i P
Cla Isma istasyonu +PC | 306 (3 puan) >50 (2 Puan) <50 (1 Puan)
+laptop /2300 (3 Points) /250 (2 Points) /<50 (1 Point)

/ Workstation +PC +laptop

3-Kulanilan teknolojinin kapsami ve cesitliligi /3-Scope and diversity of technology used

3.1 Proseslerin ve

dokimanlarin Mikemmel (1

Yetersiz (3 Puan) | Normal (2 Puan)

kontrolleri / Insufficient (3 Points) |/ Normal (2 Points) Puan) )
/3.1 Controls of processes / Excellent (1 Point)
and documents

3.2 Duzeltici ve Onleyici . Miikemmel (1
Faaliyet Yetersiz (3 Puan) | Normal (2 Puan) Puan)

/3.2 Corrective and / Insufficient (3 Points) |/ Normal (2 Points) uan

Preventive Action / Excellent (1 Point)

3.3 Bilgi sistemleri /3.3 information systems

3.3.1) Sebeke Wireless (3 Puan) | Mobile (2 Puan) Sabit (1 Puan)
/3.3.1) Network /Wireless (3 Points) / Mobile (2 Points) / Fixed (1 Point)
3.3.2) Lokasyon Harici (3 Puan) Dahili (2 Puan)
/3.3.2) Location / External (3 Points) / Internal (2 Points)
4. BGYS kapsami iginde /Within the scope of ISMS
> 5FarkliBenzer > 2FarkliBenzer 1FarkliBenzer

4.1 Alan sayisli (3 Puan) (2 Puan) (1 Puan)
/4.1 Number of fields /2 5DifferentSimilar /2 2DifferentSimilar /1DifferentSimilar

(3 Points) (2 Points) (1 Point)
4.2 Denetim alanlari I;Fum alan (3 Ornek alan (2 Puan)
/4.2 Control areas uan) . ) / Sample area (2 Points)

/ Whole field (3 Points)

5- Bu hizmetlere baglilik ve BGYS'nin kapsaminda kullanilan dis kaynak kullaniminin ve Gglinct taraf anlagsmalarinin
kapsami /5- Commitment to these services and the scope of outsourcing and third party agreements used within the scope of ISMS

5.1 Dis kaynak Evet (3 Puan) Hayir (1 Puan)

kullanimi / Yes (3 Points) / No (1 Point)
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Karmasiklk Faktorleri
/ Complexity Factors

Risk Sinifi / Risk Class

1-BGYS Karmasikhk

Faktorleri
/1-ISMS Complexity Factors

Yiksek

/High

Orta

/Medium

Duslk

/Low

Onem

/ Importance

/5.1 Outsourcing

5.2 BGYS kapsaminda
dis kaynak kullaniminin
oransal bayaklaga

/5.2 Proportional size of

outsourcing within the scope
of ISMS

>50% (3 Puan)
/2 50% (3 Points)

>20% (2 Puan)
/2 20% (2 Points)

< 20% (1 Puan)
/< 20% (1 Point)

5.3 Bu hizmetlere
baghhk

/5.3 Commitment to these
services

Dislik (3 Puan)
/ Low (3 Points)

Orta (2 Puan)
/ Medium (2 Points)

Yiiksek (1 Puan)
/ High (1 Point)

6. Belgelendirmeye uygul

anan standardlar /6. Standards applied to certification

6.1 Diger standardlar
/6.1 Other standards

Hayir (3 Puan)
/ No (3 Points)

Evet (1 Puan)
/ Yes (1 Points)

6.2 Mevzuat ve

dizenlemeler
/6.2 Legislation and
regulations

Hayir (3 Puan)
/ No (3 Points)

Evet (1 Puan)
/ Yes (1 Points)

6.3 Uygulanabilen
sektore iliskin diger
gereklilikler

/6.3 Other applicable industry
requirements

Hayir (3 Puan)
/ No (3 Points)

Evet (1 Puan)
/ Yes (1 Points)

Arttirma/ Artirma/
Azaltma Azaltma
Yiizdesi Miktari Risk Sinifi
/ / / Risk Class
Increase/Decr | Increase/D
ease ecrease
Percentage Amount

~ 0,
917100 +30% Yiksek /High - Toplam adam/giin sayisi, tablodaki karmasiklik faktérleri ve bunlarla
86~90 +20% Lo e

ilgili mevcut alt yapi gz 6niinde bulundurularak hesaplanir.

76~85 +10% / - The total number of man/days is calculated by taking into account the complexity
66~75 0% Orta /Medium factors in the table and the existing infrastructure related to them.
61~65 -10%
56~60 -20% o - Arttirma/Azaltma Yuzdesi = Toplam Puan X (100/78)
50~55 230 % Dulsuk /Low / - Increase/Decrease Percentage = Total Score X (100/78)
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Tablo 3 /Table 3

Sektor /Sector

Sektor
Grubu

/ Sector
Group

ilgili Teknik Kapsam

/ Relevant Technical Scope

Alt Sektor Alan

/ Subsector Area

Uretim
Sektorii

/ Production
sector

01-Tarim, Ormancilik
/01-Agriculture, Forestry

03-Gida Uriinleri imalati
/03-Food Products Manufacturing
30-Otel isletmeleri ve Restoran
/30-Hotel Management and Restaurant

A.01

02-Madencilik

/02-Mining

15-Metalik olmayan Uriinler
/15-Non-metallic Products

A.02

04-05-Tekstil ve Deri Uriinleri
/04-05-Textile and Leather Products
06-Agag Uriinleri

/06-Wood Products

14-Plastik Ve Kauguk Uriinler
/14-Plastic and Rubber Products

A.03

07-Kagit ve Kagit Uriinleri

/07-Paper and Paper Products
08-09-Matbaacilik ve Basim
/08-09-Printing and Printing

A.04

10-Petrol Uriinleri
/10-Petroleum Products
12-Kimyasallarin imalati
/12-Manufacture of Chemicals

A.05

17-Metal Uriinleri imalati

/17-Metal Products Manufacturing
18-Makine ve Techizat
/18-Machinery and Equipment
19-Elektrik ve Optik iiriinler
/19-Electrical and Optical products
22-Ulasim Araglari imalati
/22-Transportation Vehicles Manufacturing

A.06

25-26-27-Elektrik-Gaz ve Su temini
/25-26-27-Electricity-Gas and Water supply

A.07

24-Geri DOniigiim
/24-Recycling

A.08

28-insaat
/28-Construction

A.09

Hizmet
Sektorii
/ Service industry

29-Toptan Ve Perakende Ticaret
/29-Wholesale and Retail Trade

B.01

31-Ulasim, Depolama, iletisim
/31-Transportation, Storage,
Communication

B.02

34-Miihendislik Hizmetleri
/34-Engineering Services

B.03

35-Diger Hizmetler

B.04
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/35-Other Services

33-Bilgi Teknolojileri
/33-Information Technologies
36-Kamu Y6netimi
/36-Public Administration
37-Egitim

/37-Education

32-Finansal Hizmetler
/32-Financial Services

C 38-Saghk

/38-Health

21-Havacilik ve Uzay
/21-Aviation and Space
33-Telekomiinikasyon
/33-Telecommunication
39-Yardim Dernekleri kar amaci
gliitmeyen kuruluglar

/39-Charities non-profit organizations

c.o1

C.02

c.o3

c.04

Ozel Sektorler C.05

C.06

c.07

c.o8

Tablo 4

/Table 4 Sektor Grubu

/ Sector Group

ilgili Teknolojik Alan
/ Related Technological Field

Teknolojik alan kodu
/ Technological area code

Sektor / Sector

Sunucu ve Masaliistii isletim Sistemleri TA-01

/ Server and Desktop Operating Systems

Ag ve Ag Sistemleri

/ Network and Network Systems

Teknik Agiklik Analizi (Ozellikle disariya
acik olan hiz.)

/ Technical Vulnerability Analysis (Especially the
services that are open to the outside.)

Uygulama Platformlari
/ Application Platforms

Veri Tabani Sistemleri (Miigteri Datalari,
Uretim Datalari, Satis Datalari, vatandas

TA-02

TA-03

Uretim
Sektorii
[Hizmet/Ozel
Kategori

TA-04

A/B/C ve alt gruplar
Ortak

/ A/B/C and subgroups TA-05

/ Production
Sector / Service /
Special Category

partner

vb.)
/ Database Systems (Customer Data, Production
Data, Sales Data, citizens, etc.)

Fiziki Gluvenlik Tedbirleri

/ Physical Security Measures

TA-06

Mesajlagsma Giivenligi
/ Messaging Security

TA-07

Kriptografik kontrollerin diizenlenmesi
/ Regulation of cryptographic controls

TA-08

Elektronik ticaret
/ Electronic trade

TA-09

Uretim
/ Production

A

Otomasyon Sistemi
/ Automation System

TA-10

Uretim
/ Production

A

Uretim asamalarinda alinan bilgi

glivenligi tedbirleri (Cizimler vs.)

TA-11
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/ Information security measures taken during
production stages (Drawings, etc.)
Hizmet agamalarinda alinan bilgi
Hizmet B giivenligi tedbirleri (Musgteri bilgilerivs. | ta_ 12
/ Service / Information security measures taken during
service stages (Customer information, etc.
Yazilim kodlama Teknikleri TA-13
/ Software coding Techniques
e . E-Fatura
Ozel Kategori / E-nvoi TA 14
-Invoice
/ Special co1 E-Arsiv
Categor -
gory / E-Archive TA 15
E-Defter
/ E-Ledger TA 16
TABLO 5: /Table 5
Diizenleyici Gereksinimler Diizenleyici Gereksinim kodu
/ Regulatory Requirements / Regulatory Requirement code
Fikri Miilkiyet DG-01
/ Intellectual property
Kurumsal kayitlarin igerikleri, korunmasi
ve saklanmasi DG-02
/ Contents, protection and storage of corporate
records
Veri koruma ve mahremiyet DG-03
/ Data protection and privacy
Kriptografik kontrollerin diizenlenmesi
. . DG-04
/ Regulation of cryptographic controls
Elektronik ve sayisal imzalar DG-05
/ Electronic and digital signatures
Isyeri |zIemeS|. . DG-06
/ workplace monitoring
Telekomiinikasyon dinleme ve verinin
izlenmesi DG-07
/ Telecommunications interception and monitoring
of data
Bilgisayari kotiiye kullanma DG-08
/ computer abuse
EIektronllk c!ehl toplam.a DG-09
/ Electronic evidence collection
Sizma te§t| . DG-10
/ Penetration testing
Uluslararasi ve ulusal sektore 6zgii
sartlar DG-11
/ International and national sector-specific
conditions
Diger
/ Other DG-12
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AVACERT,; agsagidaki gereklilikleri yerine getirmektedir,

/ AVACERT; It meets the following requirements,

a) Kurulusun bilgi glivenligi risklerinin dnemini ve bunlarin etkilerini dile getirisinin makul ve anlasilir olup olmadigini
denetlemek,

/ a) To check whether the organization's expression of the importance of information security risks and their effects is reasonable and understandable,
b) Uygunluk (bitin ilgili kanuni sartlar ve BGYS’ye uygunluk gosteren diger sartlar) gostermek tizere tasarlanmis sistemin
bunu yapabildigini teyit ederek bu sistemin yerine getirildigini ve korundugunu belirtmek,

/ b) Confirming that the system designed to demonstrate compliance (all relevant legal requirements and other requirements that comply with the
ISMS) is able to do so, and stating that this system is fulfilled and maintained,

c)Kontrol hedeflerinin ve kontrollerin dogru olarak segilip belirlendiginin teyit edilerek etkinliklerin dl¢tldigliniin ve
“glivenlik zaaflarini 6nleme ve dogru karsilik verme” hususunu basarma lizere olusturulan prosesin uygun ve katihmci
oldugunun belirlenmesi,

/ ¢) Confirming that the control targets and controls are correctly selected and determined, determining that the activities are measured and that the
process created to achieve "preventing security vulnerabilities and responding correctly" is appropriate and participatory,

d)Kurulusun BGYS'si ile ilgili dokiiman gerekliliklerinin yerine getirildiginin teyidi,

/ d) Confirmation that the document requirements regarding the organization's ISMS are met,

e) Asamal denetimden kaynaklanan artan talebin karsilanmasi

/ e) Meeting the increasing demand resulting from Stage 1 audit

BGYS denetim suresi Tablo 2'ye gore belirlenir ancak Denetleme siresi belirlenirken yukarida belirtilen tiim faktorler
dikkate alinmaktadir. Her bir belgelendirme icin harcanan slredeki degisiklik isletmenin blytklGgu, kapsami
organizasyon karmasikligi ve yukardaki faktorlere bagl olarak degisiklik gosterebilir.

/ ISMS audit period is determined according to Table 2, but all the factors mentioned above are taken into account when determining the audit period.
The change in time taken for each certification may vary depending on the size of the business, its scope, organizational complexity and the above
factors.

Ek denetim siresi isteyen ornek etkenler;

/ Example factors that require additional audit time:

* BGYS kapsaminda birden fazla bina veya lokasyonu iceren karmasik lojistik

/* Complex logistics involving more than one building or location within the scope of ISMS

* Birden fazla dilde konusan galisan (¢cevirmen isteyen veya bireysel denetgileri bagimsiz calismaktan engelleyen)

/* Employee speaking multiple languages (requiring a translator or preventing individual supervisors from working independently)

* Cok fazla diizenlemenin olmasi

/* Too much regulation

* BGYS fazla karmasik prosesleri veya goreceli olarak ylksek sayili veya tek aktiviteleri kapsiyorsa

/* If the ISMS covers very complex processes or a relatively high number of or single activities

* Prosesler donanim, yazilim, proses ve servislerin kombinasyonundan olusuyorsa.

/* If the processes consist of a combination of hardware, software, processes and services.

* Belgelendirmeye konu olan ana merkezlerin aktivitelerini teyit edecek gegici yerleri ziyaret etmeyi gerektiren aktiviteler
(asagidaki not1’e bakiniz)

/* Activities that require visiting temporary locations to confirm the activities of the main centers subject to certification (see note 1 below)

Daha az denetim siresine izin verecek etkenler;

/ Factors that will allow less audits time:

* Risksiz ya da dusuk risk iceren drtinler/prosesler

/* Risk-free or low-risk products/processes

* Kurulusun 6nceden bilinmesi (6rnegin, eger kurulus AVACERT tarafindan baska bir standardda belgelendirilmisse)
/* Knowing the organization in advance (for example, if the organization is certified by AVACERT in another standard)

* Kurulusun belgelendirme i¢in hazir olmasi (6rnegin, baska bir belgelendirme kurulusu tarafindan belgelendirilmis ya da
baska bir liclinct parti danismanligi tarafindan organize edilmis),

/* The organization is ready for certification (e.g. certified by another certification body or organized by another third party consultancy),

* Prosesler tek bir genel aktivite iceriyorsa (yalnizca hizmet),

/* If the processes contain a single general activity (service only),

* Faaliyetteki yonetim sisteminin olgunlugu,

/* Maturity of the management system in operation,

* Yiiksek oranda kisinin ayni basit isleri yapiyor olmasi,

/* A high percentage of people are doing the same simple tasks,
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Not 1: Kurulus veya belgelendirilmis kurulusun gegici yerlerde hizmet verdigi ya da uretim yaptigi durumlarda bu yerlerin

degerlendirmesinin belgelendirme ve gézetim denetlemesinin icine alindigina dikkat edilmektedir.
/ Note 1: It is noted that in cases where the organization or certified organization provides services or produces in temporary locations, the evaluation
of these places is included in the certification and surveillance audit.

BGYS kapsamina yapilan bitiin atiflar, prosesler ve urtin/hizmetler degerlendirilmeli ve bu faktérler igin adil bir diizeltme
yapilarak daha fazla ya da az denetleme siresi etkin bir denetim icin dahil edilmelidir. Asagidaki grafik denetleme
zamanini arttiricl ya da azaltici faktorlerin potansiyel etkilesimlerini gdstermektedir.

/ All references to the ISMS scope, processes and products/services should be evaluated and a fair adjustment should be made for these factors and
more or less audit time should be included for an effective audit. The graph below shows the potential interactions of factors that increase or decrease
qudit time.

BGYS kapsaminin karmasikligi belirlenirken FRB-01 Basvuru Formu dikkate alinmaktadir. Karmasiklik kriterleri denetim

surelerinin belirlenmesinde artirici veya azaltici faktorleri tespit etmede kullaniimaktadir.
/ FRB-01 Application Form is taken into consideration when determining the complexity of the ISMS scope. Complexity criteria are used to identify
increasing or decreasing factors in determining audit times.

8.1.5. Coklu Saha Orneklemesi / Muiti-site Sampling

BGYS belgelendirmeleri i¢in birden fazla sahanin érnekleme kararlari, kalite yonetim sistemleri igin ayni kararlardan daha
karmasiktir. Misteri kurulusun asagida a) ile c) arasinda olan kriterleri karsilayan sahalari oldugu durumlarda AVACERT,
denetimlerde asagida verilen yaklasimla degerlendirme yapmaktadir;

/ Sampling decisions for multiple sites for ISMS certifications are more complex than the same decisions for quality management systems. In cases where the

customer organization has sites that meet the criteria between a) and c) below, AVACERT evaluates the audits with the approach given below;

@) Tum sahalarin, merkezi olarak yénetildigi, denetlendigi ve merkezi olarak yénetimin gézden gegirmesine tabi olan
ayni BGYS altinda isletildigi,

/ a) All sites are centrally managed, supervised and operated under the same ISMS, which is subject to central management review,

b) Tiim sahalarin, misteri kurulusun BGYS i¢ denetim programina dahil edildigi,

/ b) All sites are included in the customer organization's ISMS internal audit program,

C) Tum sahalarin, misteri kurulusun BGYS yénetimin gézden gegirmesi programina dahil edildigi.

/ c) All sites are included in the customer organization's ISMS management review program.

Coklu saha denetimleri, asagida verilen esaslara ve asagida verilen tabloya gore yapilir:

/ Multi-site audits are carried out according to the principles given below and the table given below:

Sahalarin sayisi (merkez ofis | ilk denetim icin 6rnekleme | Gézetim denetimi igin Belge yenileme denetimi
harig) sayisl ornekleme sayisi* icin 6rnekleme sayisi

/ Number of sites (excluding head | / Sampling number for first audits | / Number of samples for / Sampling number for document
office) (2) surveillance audit* renewal audit

(1) (3) (4)

1-2 %100 (hepsi/ All) Hepsi /Al Hepsi /Al

3-4 2 2 2

5-9 3 2 3

10-25 4-5 3 4

26-36 6 4 5

37-49 7 5 6

50-64 8 5 7

65-100 9-10 6 8

101-121 11 7 9
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122-144 12 8 10
145-169 13 8 11
170-225 14-15 9 12
226-256 16 10 13
257-289 17 11 14
290-324 18 11 15
325-400 19-20 12 16
> 400 en az 21 / at least 21 en az 13/ atleast 13 enaz 17/atleast 17

a) Sézlesmenin ilk gdzden gecirmesinde, yeterli 6rnekleme seviyesinin belirlenebilmesi icin, sahalar arasindaki farklari,
mumkin olan en kapsamli sekilde tanimlanir.

/ a) In the initial review of the contract, differences between sites are described in the most comprehensive manner possible to determine an adequate

sampling level.

b) AVACERT tarafindan asagidakiler dikkate alinarak, temsil edici sayida saha segilir:

/ b) A representative number of sites are selected by AVACERT, taking into account the following:

13)

Merkez ofis ve sahalarin i¢ denetim sonuglari,
/ 1) Internal audit results of the head office and fields,
Yénetimin gézden gecirmesi sonuglari,
/ 2) Management review results,

Saha/larin bayukliklerindeki farkliliklar,
/ 3) Differences in the size of the field/s,

Saha/larin is kapsamiyla ilgili farkliliklar,
/ 4) Differences regarding the work scope of the field/s,
BGYS'nin karmasikhgi,
/ 5) The complexity of ISMS,

Farkh sahalardaki bilgi sistemlerinin karmasikhigi,
/ 6) The complexity of information systems in different fields,
Calisma sekillerindeki farkhhklar,
/ 7) Differences in working methods,

Tasarim ve operasyon kontrolindeki farklar
/ 8) Differences in design and operational control

Kritik bilgi sistemleri veya hassas bilgiyi isleyen bilgi sistemleriyle potansiyel etkilesimler,
/ 9) Potential interactions with critical information systems or information systems that process sensitive information,
Degisen yasal sartlar.
/ 10) Changing legal conditions.

Cografi ve kiilturel yonler;
/ 11) Geographical and cultural aspects;

Tesislerin risk durumu
/ 12) Risk status of the facilities

Belirli tesislerde bilgi giivenligi olaylar
/ 13) Information security incidents at certain facilities

C) Misteri kurulusun BGYS’si kapsami dahilindeki tiim sahalar arasindan temsili bir drnek segilir; bu segim yukaridaki b)
maddesinde belirtilen etkenleri de yansitacak sekilde verilecek karara dayanan rastgele bir segcim ile belirlenir.

/ ¢) A representative sample is selected from all fields within the scope of the customer organization's ISMS; This selection is determined by a random
selection based on the decision to be made reflecting the factors mentioned in b) above.

d) BGYS kapsaminda bulunan &nemli risklerle karsi karsiya olan tim sahalar, belgelendirmeden énce AVACERT
tarafindan denetlenir.

/ d) All sites facing significant risks within the scope of ISMS are audit by AVACERT before certification.

Hazirlayan: Yonetim Temsilcisi Onaylayan: Genel Miidiir
/Prepared By:Management Representative /Approved By: General manager

syf. 28
Elektronik niishadir. Basitimus hali kontrolsiiz kopyadir.
/It is an electronic copy. The printed version is an uncontrolled copy




avacert . o ZSQE’:‘?“HIE;SS PR-08
W BGYS BELGELENDIRME PROSEDURU 25~OZ~22021
evizyon no
/ ISMS CERTIFICATION PROCEDURE Revison unber
oo tae | 17:07-2023

e) Denetim programi, yukaridaki sartlarin isiginda tasarlanir ve BGYS belgelendirme kapsaminin iig yillik siire iginde
temsili 6rneklerini kapsar.

/ e) The audit program is designed in the light of the above conditions and covers representative examples of the ISMS certification scope within a
three-year period.

f) Merkez ofis veya tek bir sahada, bir uygunsuzlugun gézlemlendigi durumda, diizeltici faaliyet prosediirii merkez ofise
ve belgelendirmenin kapsadigi tim yerleskelere uygulanir.

/ f) In case a nonconformity is observed in the head office or a single site, the corrective action procedure is applied to the head office and all campuses
covered by the certification.

Asagida tarif edilen denetim, tek bir BGYS’ nin tiim sahalara uygulanmasindan ve isletim seviyesinde merkezden yénetim
saglandigindan emin olunmasi i¢in muisteri kurulusun merkez ofis faaliyetlerini ele alir.

/ The audit described below addresses the client organization's head office activities to ensure that a single ISMS is applied to all sites and centralized
management is achieved at the operational level.

Ornek sahalarin en az % 25 ‘i rastgele segilir. Geri kalani ise belli bir zaman dilimi igin olabildigince nitelik farkliligi gésteren
sahalar arasindan segcilir.

/ At least 25% of the sample fields are selected randomly. The rest is selected from fields that show as much difference in quality as possible for a certain
period of time.

8.1.6. Coklu Yonetim Sistemi Standartlari / Multiple Management System Standards

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Gtivenligi El Kitabi madde 9.1.6’da
yer alan hikimler gecerlidir. Ek olarak asagidaki BGYS’ ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.1.6
are valid. In addition, the following ISMS-specific conditions and guidance apply.

8.1.6.1. BG 9.1.6 BGYS Dokiimantasyonunun Diger Yonetim Sistemleri ile Entegrasyonu /IS 9.1.6 Integration of ISMS
Documentation with Other Management Systems

Musteri kurulus, BGYS ve diger yonetim sistemleri (kalite, saghk ve giivenlik ve gevre gibi) icin olan dokiimantasyonu, BGYS ve
diger sistemlere olan uygun ara yiizler acgikca belirlenebilir oldugu siirece birlestirebilir.

/ The client organization may combine documentation for the ISMS and other management systems (such as quality, health and safety and environment) as
long as the appropriate interfaces to the ISMS and other systems are clearly identifiable.

AVACERT, BGYS belgelendirmesi ile baglantili olan diger yonetim sistemleri belgelendirmesini 6nerebilir veya sadece BGYS
belgelendirmesini teklif edebilir.

/ AVACERT may recommend other management systems certification in connection with ISMS certification or may offer only ISMS certification.
8.1.6.2. BG 9.1.6 Yonetim Sistemi Denetimlerini Birlestirilmesi / IS 9.1.6 Combining Management System Controls

BGYS denetimi, baska yonetim sistemlerinin denetimleri ile birlestirilebilir. Bu birlestirme, denetimin, BGYS
belgelendirmesinin tim sartlarini yerine getirdigi gosterilebilir oldugu siirece mimkinddr. Bir BGYS igin énemli olan tim
unsurlar, denetim raporlarinda, agik¢a gorilmeli ve dogrudan tespit edilebilir olmalidir. Denetimin kalitesi, denetimlerin
birlestirilmesinden olumsuz yénde etkilenmemelidir.

/ ISMS audit can be combined with audits of other management systems. This combination is possible as long as it can be shown that the audit meets all the

requirements of ISMS certification. All elements important for an ISMS should be clearly visible and directly detectable in audit reports. The quality of the
audit should not be adversely affected by combining audits.

Entegre denetimlerin siiresi, PR-07 Denetim Prosediiri baz alinarak belirlenir.

/ The duration of integrated audits is determined based on the PR-07 Audit Procedure.
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8.2. Denetimlerin Planlanmasi / Planning Audits
8.2.1. Denetimin Amag, Kapsam ve Kriterlerinin belirlenmesi / Determining the Purpose, Scope and Criteria of the Audit

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glvenligi El Kitabi madde 9.2.1'de
yer alan hikimler gecerlidir. Ek olarak asagidaki BGYS’ ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.2.1
are valid. In addition, the following ISMS-specific conditions and guidance apply.

8.2.1.1. BG 9.2.1 Denetimin Amaci /IS 9.2.1 Purpose of Audit

Denetimin amaci, musteri kurulusu, risk degerlendirmesine dayali olarak uygulanabilir kontrolleri uyguladigi ve kurulu bilgi
glivenlik amaglarini gergeklestirdigine dair yonetim sisteminin etkililiginin belirlenmesini icerecek sekilde belirlenir.

/ The objective of the audit is determined to include determining the effectiveness of the management system that the client organization has implemented
applicable controls based on its risk assessment and achieved its established information security objectives.

8.2.2. Denetim Ekibinin Segimi ve Atanmasi / Selection and Appointment of the Audit Team

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 9.2.2’de
yer alan hikimler gecerlidir. Ek olarak asagidaki BGYS’ ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.2.2
are valid. In addition, the following ISMS-specific conditions and guidance apply.

8.2.2.1. BG 9.2.2 Denetim Ekibi / Is 9.2.2 Audit Team

Denetim ekibi resmen atanmali ve uygun calisma belgeleri olmalidir. Denetleme ekibine verilen gérev agik¢a tanimlanacak ve
mdisteriye bildirilecektir.

/ The audit team must be formally appointed and have appropriate working documentation. The task assigned to the inspection team will be clearly defined
and communicated to the client.

Bir denetim ekibi, kisinin Bilgi Glvenligi El Kitabi madde 7.1.2.1'de belirtilen tim kriterleri karsilamasi kosuluyla bir kisiden
olusabilir.

/ An audit team may consist of one person, provided that the person meets all the criteria specified in Article 7.1.2.1 of the Information Security Handbook.
8.2.2.2. BG 9.2.2 Denetim Ekibi Yeterliligi / 1s 9.2.2 Audit Team Competence

Bilgi GUvenligi El Kitabi madde 7.1.2'de listelenen sartlar gecerlidir. Gozetim ve 6zel denetim faaliyetleri icin, sadece
planlanmis gozetim faaliyeti ve 6zel denetim faaliyeti ile ilgili olan unsurlar uygulanir.

/ The conditions listed in Article 7.1.2 of the Information Security Handbook apply. For surveillance and special audit activities, only those elements relevant
to the planned surveillance activity and special audit activity apply.

Belli bir denetimi icin atanacak olan denetim ekibini segerken ve yénetirken, AVACERT, gorevlendirilen her ekip Uyesinin
asagida belirtilen yetkinligi saglandigini garanti etmektedir:

/ When selecting and managing the audit team to be assigned for a particular audit, AVACERT ensures that each assigned team member has the following
competencies:

a) Belgelendirme icin aranan ve ilgili proseddrler ve potansiyel bilgileri glivenlik riskleri ile (Teknik Uzmanlar bu islevi yerine
getirebilir) BGYS kapsamindaki spesifik faaliyetlere iliskin uygun teknik bilgiye sahiptir;

/ a) Has appropriate technical knowledge of the specific activities within the scope of the ISMS sought for certification and related procedures and potential
information about security risks (Technical Experts can perform this function);

b) BGYS' yi, faaliyetleri, Grtnleri ve hizmetleri ile ilgili bilgi glivenligi yoniinii ydonetmek icin BGYS' nin kapsam ve baglamini
saglayan bir glivenilir belgelendirme denetimi yapmak igin yeterli olan misteri kurulusun anlayisina sahip olmak;

/ b) have an understanding of the client organization sufficient to conduct a reliable certification audit that provides the scope and context of the ISMS to
manage the information security aspect of its ISMS, activities, products and services;
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c) Musteri kurulusun BGYS’ sine uygulanan yasal ve diizenleyici gerekliliklerin uygun bir sekilde anlagiimasini saglamak.

/ ¢) Ensuring a proper understanding of the legal and regulatory requirements applicable to the client organization's ISMS.

Teknik Alt Teknik
. Alan Kodu -
Alan Teknik Alan / sub Alt Teknik Alan
Kodu / Technical Area . / Sub-Technical Field
/ Technical Technical Area
Area Code Code
A1l Bankalar
A Finansal Hizmetler : / Banks
/ Financial Services A2 Sigorta sirketleri
’ / insurance companies
B.1 Yazilim Hizmetleri
' / Software Services
B.2 Donanim Hizmetleri
' / Hardware Services
Bilgi Teknolojileri-Gelistirme/Hizmetler, B.3 internet Servis Saglayici/Server Hizmetleri
B Telekom ' / Internet Service Provider/Server Services
/ Information Technologies-Development/Services, B.4 BT-Danigmanhgi
Telecom ) / IT-Consultancy
B.S IT-Consultancy
' / IT-Consultancy
B.6 Tamir ve Bakim (Teknik Servis) Hizmetleri
: / Repair and Maintenance (Technical Service) Services
c1 Hastaneler
c Saglik ve Egitim ) / Hospitals
/ Health and Education C2 Okullar
’ / Schools
D1 Kamu Otoritesi
' / Public Authority
D.2 Kamu Hizmeti
b Kamu/Devlet Kurumlari ’ / Public service
/ Public/Government Institutions D3 Egitim Ogretim Hizmetleri
: / Educational Services
Askeriye
D.4 / The military
E1 Otomotiv Ureticisi/Tedarikgisi
E Otomotiv/Havacilik : / Automotive Manufacturer/Supplier
/ Automotive/Aviation E2 Ugak/Uzay Sanayi
) / Aircraft/Aerospace Industry
F Cesitli sanayi
/ Various industries
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8.2.3. Denetim Plani / Audit Plan

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Giivenligi El Kitabi madde 9.2.3’de
yer alan hikimler gecerlidir. Ek olarak asagidaki BGYS’ye Ozel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.2.3
are valid. In addition, the following ISMS-specific conditions and guidance apply.

8.2.3.1. BG 9.2.3 Genel /15 9.2.3 General

BGYS denetimleri icin denetim plani, belirlenen bilgi glivenlik kontrollerini dikkate alacak sekilde olusturulmaktadir.

/ The audit plan for ISMS audits is created to take into account the determined information security controls.
8.2.3.2. BG 9.2.3 Ag Destekli Denetim Teknikleri /Is 9.2.3 Network Assisted Control Techniques

Uygulanmasi gerektigi takdirde, ag destekli denetim teknikleri icin denetim plani, s6z konusu denetim sirasinda kullanilacak
ag yardimh denetim tekniklerini uygun olarak belirlenir.

/ If necessary, the audit plan for network-assisted audit techniques is determined in accordance with the network-assisted audit techniques to be used during
the audit in question.

Ag destekli denetim teknikleri, 6rnegin, telekonferans, web goriismesi, etkilesimli web tabanli iletisim ve BGYS
dokiimantasyonuna ve/veya BGYS proseslerine uzaktan elektronik erisimi igerebilir. Bu tir tekniklerin hedefi, denetim
etkinligini ve verimliligini arttirmasi ve denetimin bitiinligini desteklemesidir.

/ Network-enabled audit techniques may include, for example, teleconferencing, web conferencing, interactive web-based communication, and remote
electronic access to ISMS documentation and/or ISMS processes. The goal of such techniques is to increase audit effectiveness and efficiency and support
audit integrity.

Yasalar ve diizenleyicilerle uyumlulugun siirdiiriilmesi ve degerlendirmesi, misteri kurulusun sorumlulugudur. AVACERT,
BGYS’nin bu yonde isledigine dair giiven olusturmak icin kontroller ve drnekleri incelemektedir. AVACERT, misteri kurulusun
bilgi glivenligi riskleri ve etkilerine uygulanabilir olan yasa ve diizenleyicilerle uyumlulugu saglayacak bir yénetim sistemine
sahip oldugunu dogrulamaktadir.

/ It is the client organization's responsibility to maintain and evaluate compliance with laws and regulators. AVACERT examines controls and examples to
create confidence that the ISMS operates in this direction. AVACERT confirms that the client organization has a management system to ensure compliance
with laws and regulators applicable to information security risks and impacts.

8.2.3.3. BG 9.2.3 Denetimin Zamanlamasi / IS 9.2.3 Timing of Audit

AVACERT, denetlenecek miisteri kurulusla, denetimin zamanlamasi konusunda teyitlesmekte ve denetim sezona, aya, tarihe
ve vardiyaya uygun olarak yapilabilmektedir.

/ AVACERT confirms the timing of the audit with the customer organization to be audited, and the audit can be carried out in accordance with the season,
month, date and shift.

8.3. ilk Belgelendirme / initial Certification

BGYS denetimlerinin uygulamasi i¢in, PR-09 BGYS Denetim Prosedirii olusturulmus ve uygulanmaktadir.

/ For the implementation of ISMS audits, PR-09 ISMS Audit Procedure has been created and implemented.
8.3.1. BG 9.3.1 ilk Belgelendirme Denetimi /IS 9.3.1 Initial Certification Audit

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glvenligi El Kitabi madde 9.3’de
yer alan hiktmler gecerlidir. Ek olarak asagidaki BGYS’ ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.3 are
valid. In addition, the following ISMS-specific conditions and guidance apply.

8.3.1.1. Asama 1 /Stage 1

BGYS denetimlerinin uygulamasi i¢in, PR-09 BGYS Denetim Prosedirii olusturulmus ve uygulanmaktadir.

/ For the implementation of ISMS audits, PR-09 ISMS Audit Procedure has been created and implemented.

Hazirlayan: Yonetim Temsilcisi Onaylayan: Genel Miidiir
/Prepared By:Management Representative /Approved By: General manager
syf. 32
Elektronik niishadir. Basitimus hali kontrolsiiz kopyadir.
/It is an electronic copy. The printed version is an uncontrolled copy




avacert . o ZSQE’:‘?“HIE;SS PR-08
W BGYS BELGELENDIRME PROSEDURU 25~OZ~22021
evizyon no
/ ISMS CERTIFICATION PROCEDURE Revison unber
oo tae | 17:07-2023

8.3.1.2. Asama 2 / Stage 2

BGYS denetimlerinin uygulamasi icin, PR-09 BGYS Denetim Prosediirii olusturulmus ve uygulanmaktadir.

/ For the implementation of ISMS audits, PR-09 ISMS Audit Procedure has been created and implemented.
8.4. Denetimin Gergeklestirilmesi / 8.4. Performing the Audit

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 9.4’de
yer alan hikumler gegerlidir. Ek olarak agagidaki BGYS’ ye 6zel sartlar ve kilavuz uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.4 are
valid. In addition, the following ISMS-specific conditions and guidance apply.

8.4.1. BG 9.4 Genel / IS 9.4 General

BGYS denetimleri igin, PR-09 BGYS Denetim Prosediirii olugturulmus ve uygulanmaktadir.
/ For ISMS audits, PR-09 ISMS Audit Procedure has been created and implemented.

8.4.2. BG 9.4 BGYS Denetiminin Ozel Unsurlari /1s 9.4 Special Elements of ISMS Audit

BGYS denetimlerinin 6zel unsurlarinin belirlenmesi icin, PR-09 BGYS Denetim Prosediirii olusturulmus ve uygulanmaktadir.

/ In order to determine the special elements of ISMS audits, PR-09 ISMS Audit Procedure has been created and implemented.

8.4.3. BG 9.4 Denetim Raporu /IS 9.4 Audit Report

BGYS belgelendirme denetim raporlarinin igerigi ve kullanimi igin, PR-09 BGYS Denetim Prosediirii olusturulmus ve
uygulanmaktadir.

/ PR-09 ISMS Audit Procedure has been created and implemented for the content and use of ISMS certification audit reports.
8.5. Belgelendirme Karari / Certification Decision

AVACERT, denetim ekibinden, belgelendirme kararina esas saglamak amaciyla, karari alabilmek igin yeterli bilgileri saglayan
acik ve anlasilir denetim raporlari talep etmektedir.

/ AVACERT requests clear and understandable audit reports from the audit team that provide sufficient information to make
the decision, in order to provide the basis for the certification decision.

8.5.1. BG 9.5 Belgelendirme Karari / IS 9.5 Certification Decision

BGYS belgelendirmenin verilmesi/geri ¢cekilmesi kararlari, PR-06 Belgelendirme Prosediri dogrultusunda, AVACERT
blnyesinde olusturulmus Belgelendirme Komitesi tarafindan alinir.

/ Decisions on granting/withdrawing ISMS certification are made by the Certification Committee established within AVACERT, in line with the PR-06
Certification Procedure.

Belgelendirme Komitesi, denetim proseslerinin ve denetim ekibi tarafindan yapilan ilgili 6nerilerin degerlendirilmesi igin
yeterli olan tiim alanlarda belirli seviyede bilgi birikimi ve tecriibeye sahip, kisi/kisilerden olusturulur.

/ The Certification Committee is composed of person(s) who have a certain level of knowledge and experience in all areas sufficient to evaluate the audit
processes and the relevant recommendations made by the audit team.

Bir misteri kurulusun BGYS’sinin belgelendirmesi veya belgelendirilmemesi karari, AVACERT tarafindan, belgelendirme
prosesinde toplanan bilgiler ve diger tiim ilgili bilgilere dayanilarak alinir. Belgelendirme kararini verenler, denetimde yer
almamis kisi/kisiler olmaktadir. Bu karar, denetim raporunda (bk. madde BG 9.4.3) sunuldugu lzere denetim ekibinin
bulgulari ve belgelendirme 6nerisi ile AVACERT ye acik diger tim ilgili bilgilere dayanir.

/ The decision to certify or not to certify a client organization's ISMS is made by AVACERT based on the information collected during the certification process
and all other relevant information. Those who make the certification decision are the person(s) who were not involved in the audit. This decision is based on
the audit team's findings and certification recommendation as presented in the audit report (see clause IS 9.4.3) and any other relevant information available
to AVACERT.
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Belgelendirme Komitesinin, normal olarak denetim ekibinin olumsuz bir tavsiyesini geri gevirmemesi esastir. Bu tlr bir durum
gerceklesir ise, AVACERT tavsiyenin geri ¢evrilmesi kararini yazili hale getirir ve gerekgelendirir.

/ It is essential that the Certification Committee does not normally reject a negative recommendation from the audit team. If such a situation occurs,
AVACERT will put in writing and justify the decision to reject the recommendation.

Yonetimin gézden gecirmesi ve BGYS i¢ denetimleri igin diizenlemelerin yapildigi, etkin oldugu ve surdirileceginin
gosterilmesine dair yeterli delil olmadigi surece, miisteri kurulusa belgelendirme verilmez.

/ Certification is not given to the client organization unless there is sufficient evidence to show that arrangements for management review and ISMS internal
audits have been made, are effective and will be maintained.

8.6. Belgelendirmenin Siirdiiriilmesi / Maintaining Certification
8.6.1. Genel /General

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Giivenligi El Kitabi madde 9.6.1'de
yer alan hikimler gecerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.6.1
are valid.

8.6.2. G6zetim Faaliyetleri / surveillance Activities

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Giivenligi El Kitabi madde 9.6.2’de
yer alan hikimler gecerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.6.2
are valid.

8.6.2.1. Gozetim Faaliyetleri / Surveillance Activities
BGYS gozetim denetimlerinin uygulamasi igin, PR-09 BGYS Denetim Prosediiri olusturulmus ve uygulanmaktadir.
/ For the implementation of ISMS surveillance audits, PR-09 ISMS Audit Procedure has been created and implemented.

Gozetimin amaci, onaylanmig BGYS'nin uygulamasinin siirdirilduginiin dogrulanmasi, muisteri kurulusun isletimindeki
degisikliklerin sonucunda baslatilan sistemdeki degisikliklerin sonuglarinin dikkate alinmasi ve belgelendirme sartlariile
strekli uyumlulugun dogrulanmasidir.

/ The purpose of the surveillance is to verify that the implementation of the approved ISMS is maintained, to take into account the consequences of changes
in the system initiated as a result of changes in the operation of the customer organization, and to verify ongoing compliance with the certification
requirements.

8.6.3. Yeniden Belgelendirme / Recertification

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Giivenligi El Kitabi madde 9.6.3’de
yer alan hiikiimler gecerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.6.3
are valid.

8.6.3.1. Yeniden Belgelendirme Denetimleri / Recertification Audits

BGYS yeniden belgelendirme denetimlerinin uygulamasi i¢in,PR-09 BGYS Denetim Proseddirl olusturulmus ve
uygulamaktadir.

/ For the implementation of ISMS re-certification audits, PR-09 ISMS Audit Procedure has been created and implemented.
8.6.4. Ozel Denetimler /special Audits

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 9.6.4’de
yer alan hikimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article 9.6.4
are valid.
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8.6.4.1. Ozel Durumlar / Exceptions

Belgelendirilmis bir BGYS’ye sahip musteri kurulus, sistemindeki biylk capta degisiklik yaparsa veya belgelendirmenin
temelini etkileyebilecek diger degisiklikler gergeklestirirse (SOA Uzerinden yapilan degisiklikler gibi) bu durumlardan
AVACERT’yi haberdar etmesi istenmektedir. Boyle durumlarda, 6zel denetimler gergeklestirilir.

/ If the customer organization with a documented ISMS makes major changes in its system or other changes that may affect the basis of certification (such as
changes made through SOA), it is requested to inform AVACERT of these situations. In such cases, special inspections are carried out.

8.6.5. Belgelendirmenin Askiya Alinmasi, Geri gekilmesi veya Kapsaminin Daraltilmasi / Suspension, Withdrawal or Reduction of
Scope of Certification

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glvenligi El Kitabi madde 9.6.5’da
ve PR-06 Belgelendirme Prosediriinde yer alan hikiimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and the ISO/IEC 17021-1 System Certification Handbook and Information Security Handbook article
9.6.5 and the PR-06 Certification Procedure are valid.

8.7. itirazlar / objections
ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Glivenligi El Kitabi madde 9.7’de
ve PR-12 itiraz ve Sikayet Prosediriinde yer alan hiikiimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and the ISO/IEC 17021-1 System Certification Manual and Information Security Manual article 9.7 and
the PR-12 Objection and Complaint Procedure are valid.

8.8. Sikayetler / complaints

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi ve Bilgi Giivenligi El Kitabi madde 9.8’de
ve PR-12 itiraz ve Sikayet Prosediiriinde yer alan hiikiimler gegerlidir. Ek olarak BGYS'ye 6zel asagidaki hiikiimler ve kilavuz
uygulanir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and the ISO/IEC 17021-1 System Certification Manual and Information Security Manual article 9.8 and
the PR-12 Objection and Complaint Procedure are valid. In addition, the following provisions and guidance specific to ISMS apply.

8.8.1. BG 9.8 Sikayetler /I 9.8 Complaints

AVACERT, BGYS'si belgelendirilmis her bir misteri kurulusa, ISO/IEC 27001:2013’in sartlari dogrultusunda tiim sikayetlerin ve
gerceklestirilen dizeltici faaliyetlerin kayitlarinin istendiginde incelemeye hazir bulundurulmasini, belgelendirme
sozlesmesinde sart kogsmaktadir.

/ AVACERT stipulates in the certification contract that each customer organization whose ISMS is certified shall have the records of all complaints and
corrective actions taken, available for review when requested, in line with the requirements of ISO/IEC 27001:2013.

8.9. Miisteri Kayitlari / Customer Records

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 9.9’da PR-01 Dokiimanlarin ve
Kayitlarin Kontrolii Prosediriinde yer alan hiikiimler gegerlidir.

/ The provisions of the ISO/IEC 17021-1:2015 standard and the PR-01 Control of Documents and Records Procedure in article 9.9 of the ISO/IEC 17021-1
System Certification Handbook are valid.

9. BELGELENDIRME KURULUSLARI iCiN YONETiM SiSTEMi SARTLARI / MANAGEMENT SYSTEM REQUIREMENTS FOR CERTIFICATION
BODIES

ISO/IEC 17021-1:2015 standardi ve ISO/IEC 17021-1 Sistem Belgelendirme El Kitabi madde 10.2’da yer alan sartlar uygulanir.
Ek olarak, asagidaki BGYS ye Ozel sartlar ve kilavuz uygulanir.

/ The conditions set out in article 10.2 of the ISO/IEC 17021-1:2015 standard and the ISO/IEC 17021-1 System Certification Handbook apply. In addition, the
following ISMS-specific terms and guidance apply.
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ISO/IEC 17021-1:2015 standardina uygun olarak hazirlanan, asagida verilen AVACERT y6netim sistemi prosedirlerine gére
gerceklestirilir:

/ Itis carried out according to the AVACERT management system procedures given below, prepared in accordance with the
ISO/IEC 17021-1:2015 standard:

- PR-01 Dokiimanlarin ve Kayitlarin Kontroll prosediirii /- PR-01 Control of Documents and Records procedure
- PR-02 Yonetim Gozden Gegirme Prosedlirii / - PR-02 Management Review Procedure

- PR-03 ig Tetkik Prosediirii / - PR-03 internal Audit Procedure

- PR-04 Diizeltici Faaliyet Prosedlirli /- PR-04 Corrective Action Procedure

**gecis slireci tamamlanana kadar , 3 kasim 2023 tarihinden itibaren ilk belgelendirme veya yeniden belgelendirme

yapilamaz. Gozetim ise; 25 ekim 2025 tarihine kadar bitis tarihi olabilmektedir.
/**Initial certification or re-certification cannot be made as of November 3, 2023, until the transition process is completed. Surveillance is; The
expiry date may be up to October 25, 2025.

10. iLGiLi DOKUMANLAR ve REFERANSLAR / RELATED DOCUMENTS and REFERENCES

ISO/IEC 17021-1:2015

ISO/IEC 27006:2015 AMD.1 2020

ISO/IEC 27001:2022

ISO/IEC 27002:2017

Sistem Belgelendirme El Kitabi / System Certification Handbook

Bilgi Guvenligi El Kitabi / Information Security Handbook

FRB-01 Basvuru Formu / FRB-01 Application Form

FRB-01 EK-2 1SO 27001 Basvuru Ek Bilgilendirme Formu / FRB-01 APPENDIX-2 ISO 27001 Application Additional Information Form
FRB-02 Basvuru Gozden Gegirme Formu / FRB-02 Application Review Form

PR-01 Dokiimanlarin ve Kayitlarin Kontroll proseduirii / PR-01 Control of Documents and Records procedure

PR-11Personel Atama ve Performans Degerlendirme Prosedirii / PR-11Personnel Appointment and Performance Evaluation Procedure
PR-12 itiraz ve Sikdyet Prosediirii / PR-12 Objection and Complaint Procedure

PR-03 ig Tetkik Prosedirl / PR-03 Internal Audit Procedure

PR-02 Yonetim Gozden Gegirme Prosedlirli / PR-02 Management Review Procedure

PR-04 Diizeltici Faaliyet Prosedirli / PR-04 Corrective Action Procedure

PR-06 Belgelendirme Prosedirli / PR-06 Certification Procedure

PR-07 Denetim Prosediiri / PR-07 Audit Procedure

PR-08 BGYS Belgelendirme Prosediirii / PR-08 ISMS Certification Procedure

PR-09 BGYS Denetim Prosedirli / PR-09 ISMS Audit Procedure

TL-02 Logo ve Belge kullanim Talimati / 7L-02 Logo and Document Usage Instruction
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